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Bzam. unB.

TTonm. u gara

Mus. Ne moan

1. O0mue moJI0KeHus

[IpenmeToM HacTOSALIErO JOKYMEHTa SIBISETCA pa3paboTka TPeOOBAHHMM U
pEelIeHU MO CcHUCTeME 3allUThl MEPCOHANBHBIX JaHHBIX, 00padaThIBa€MbIX B
cucreMe yrpaBienuss u kKoHTposst noctynoM (CKVY]) B 3manusi Kupopckoro
peruoHambHOro otneneHuss @doHpa couManbHOrO CTpaxoBaHus Poccuiickon
denepauni.

Anpec obbekTa: T. Kupos, yi. [lepenasena, 77.

3aka3unk: KupoBckoe pernoHanpHOoe oTAeneHue PoHAa COLUAIBHOIO
crpaxoBanus Pocculickon @enepanuu.

Cuctema 3amuThl nepcoHanbHbiX AaHHbIx CKVY/[ npoektupyertcs
coBMectHO ¢ CKVY]] Ha ocHOBaHMM TOCyJapcTBeHHOro koHTpakta Ne 15/384 ot

«28» aprycra 2017. 1.

2. HopmaTnBHO-IPaBOBbIE OCHOBAHUA

Cucrema 3amutsl uHbopmaru CKY /] pazpabatbiBaeTcs Ha OCHOBaHUU
CJIEIYIOIINX 3aKOHOB M1 HOPMATUBHBIX JIOKYMEHTOB:

— @epnepanpHblii 3akoH oT 27 uronst 2006 romga Ne 149-03 «O6 undopmanum,
MH(GOPMAIIMOHHBIX TEXHOJOTHIX U O 3alIUTe HHPOPMALIUNY;

— @enepanbHbiil 3akoH OT 27 utonst 2006 roga Ne 152-®3 «O nepcoHAIBHBIX
TAHHBIX Y,

— TIlocranoBnenue IlpaButensctBa P® ot 01.11.2012 N 1119 «O6
YTBEPXKJEHUU TpeOOBaHMUN K 3allUTe NEPCOHATBHBIX JAaHHBIX MPU HUX
00paboTke B MHGOPMAIIMOHHBIX CUCTEMAaX MEPCOHATBHBIX JaHHBIXY;

— IIpukaz ®CTIK Poccun ot 18.02.2013 N 21 «O6 yTBEepKJIeHHH COCTaBa U
COZIEpKaHUSI OPTaHU3AIMOHHBIX M TEXHUYECKUX Mep MO 00eCIeueHHUIo
0e30macHOCTH  TEPCOHANBHBIX  JIAHHBIX MpuU WX  00paboTke B

I/IH(I)OpMaL[I/IOHHBIX CUCTCMaxX IICPCOHAIbHBIX JAaHHBIX)).
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3. Ucnosb3yemble COKpAIIEHUSA

APM — ABTromaTu3zupoBaHHOE pabouee MeCTO

BbJI — 6a3a qaHHBIX

NCIIIx — nadopMallMOHHAs] CUCTEMA MEPCOHATBHBIX IAHHBIX

OC — onepanvoHHasi cUCTEMA

[1/IH — mepcoHanbHBIE JaHHBIE

CKVY/I — cucrteMa KOHTPOJIS U yHPABIEHUS TOCTYIIOM

OCTIK — denepanbHas cityx0a 1Mo TEXHUYECKOMY U SKCIIOPTHOMY

KOHTPOJIIO

4. TexHonoruueckue npoueccsbl 00padoTku nHpopmanuu

CKVY/]l peanim3oBana Ha 0a3e perieHus pa3pabotku kommnanuu bomua. B
cocTtaBe peuieHus ucnoisb3dytorcss APM «Opuon IIpo», KOHTposiepsl, MyJIbThl U
KoHBepTopsl cepuun C2000.

Ceenenus o CKVY]l, pasmemieHun o0OpyAOBaHWS M KaOCIBHBIX JIMHUM
IPUBEJEHBI B JOKYMEHTE «AJIMUHUCTPATUBHBIEC 34aHus Mo ajapecy: r. Kupos, yi.
HepenaseBa, 77. Cucrema KOHTpPOJISI W YIpaBJICHHS JocTynoMm. Pabodas
nokyMmenTtanusiy, mudp 1852-CKVY /1.

OO6miast cxemMa MOAKIIOYEHHS OCHOBHBIX Y3JIOB CHUCTEMBI IpHUBEICHA Ha

pUCYHKE 2.
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C2000-2 RS485

KoHTtponnep,
JIBC CKYA, kopnyc 2, 1
HPE 1420 8G Switch 3Tax, nom.13.
192.168.121.0/24
Gigabit Ethernet C2000-2
Windows 10 Pro KowTponsep,
kopnyc 1,1

APM «OpwoH Mpo»1.20.2 | | T e
3Taxk, nom.30.

RS485

....... RS485

C2000-2
KoHTponnep,
kopnyc 1,1

3Tax, nom.1. E:::
ame
et
C2000M
@ Nynbt
Windows 10 Pro KOHTpOAA
APM «OpwuoH Mpo» 1.20.2
S -
0 RS232 RS485
NS
Npeobpasosat MNpeobpasosaTens
C_epBep CKy[ enb uHTepdeiicos
Windows 10 Pro uHTepdeiicos USB-RS485
APM «OpwmoH MNpo» 1.20.2 USB-RS485 C2000-USB
Aamunuctpartop bJ, Cepsep, C2000-USB
Windows 10 Pro OnepaTtnBHas 3agava mcn. 127,
APM «OpwoH Mpo» 1.20.2 YyeT paboyero BpemeHm,

leHepaTop oTyeTOB,
MS SQL Server 2012 Express

Pucynoxk 2 — Cxema CKVY /]

CeteBoil cermenT CKVY /[ BBINOJIHEH B U30JIMPOBAHHOM BUJIE U K HEMY HET
noctyna u3 JIBC opranuzanuu.

Cuctema MMEET KIMEHT-CEPBEPHYIO apXUTEKTypy. s XpaHeHUs JaHHBIX
UL ocTynma K Hemy mnporpammuoro obOecrneuenusi APM  «Opuwon Ilpo»
ucnonb3yercst MS SQL Server 2012 Express.

Orpannuenue jgoctyna K (QYHKIUSM  OCYIIECTBISIETCS KaKk IMyTeM
OTPaHUYEHUs COCTaBA YCTAHOBJICHHBIX MOJAYJIEH, TaK U Pa3rpaHUYEHUEM JOCTyNa
Ha ypPOBHE YYETHBIX 3allMCEM B caMOW cucTeMme. Takke OrpaHrdeHue AOCTyna
ocyuecTBisieTcs: B paMkax cucteMuoro I[1O APM u cepsepa.

Pazrpannuenne mnpaB pocrynma k pecypcam HCIIIH ocymectBusiercs
mexann3zmamu OC MS Windows, a Takke BCTPOSHHBIMH CPEJCTBAMH TUTAT(HOPMBI

APM «OpuoHn IIpo».
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[lons3oBaten APM wHMeEOT B pacnopshKEHHHM INTAaTHBIE CPEACTBA:
KJIaBUaTypa, Mbllb, MOHHATOpP. K APM BO3MOXHO HOAKIIOYEHHE BHEUIHHUX
HocuTened wuHboOpMaluu, HO s 1esedl 0e30MacHOCTH TaKue MOAKIIOUYCHHUS
JOJIKHBI OBITh OIPaHUYEHBI.

Kontposieps!l u myJlbT KOHTPOJI HE 00pabaThIBalOT MEPCOHANIbHBIC JJAHHEIE,
HO B HUX COJIEPKATCS CBEJICHUS U Pa3rpaHUUYEHUU AOCTyNa B 00€3IMYEHHOM BUJE.

Bce nuHMM CBA3M MOHTHPYIOTCA B IMpeleiax KOHTPOJIMPYEMOW 30HBI
Kopnyca 1, kopmyca 2 u Terioro nepexojaa Mexay HuMH. [loaTtomy Mepornpustuii
0 UX JIOMOJIHUTEILHOM 3al1uTe He TpeOyeTcs.

JIns  pe3epBHOTO KOMHUPOBAaHMS CIEAYET HCIOJIb30BaTh  OTIEIbHbBIN
HOCHUTEIIb, pa3MeEllaeMblii Ha OCHOBHOM cepBepe npuioxeHun u bJl, a taxxke
ChEMHBI HOCHUTENIb ISl PETrYJSPHOIO PE3EPBHOIO KOMHMPOBAHUS [IAHHBIX H
KITFOUEBBIX MOJYJIEN CUCTEMBI M XpPaHEHUS PE3EPBHON KOIUU OTIEJIBHO.

Jlns 6a3 maHHBIX M TIporpaMMHBIX KoMmmoHeHTOB APM «Opuon Ilpo»
COTPYIHUKOM, OOCTY>KUBAIOIIUM CEpPBEP, BBIMOIHIETCS €XKEHENEIbHOE IOJIHOE
pEe3epBHOE KONMMPOBAHME HAa CHEMHBIM HOCHUTENb U €XKEIHEBHOE HA HOCUTEIb Ha

cepaepe.

Hakonutenb CepBep NPUNOKEHNI
AaHHbIX 1 6a3 faHHbIX,
dainosbiit cepsep

Pucynok 4 — Cxema TeXHOJOTMYECKOTO Mpoliecca «CucrteMa pe3epBHOTO
KOITUPOBAHUSI»

5. Cermentsl UC u TpeGoBaHusi 0€30aCHOCTH

UCITa CKY]Jl BbIOgHSETCS B BHJE OJHOTO CErMEHTa, I03TOMY
JanbHeIme Kiaccuukanus, MOJASIUpOBaHNe YyIrpo3 U (OPMUPOBAHUE PEIICHUMN
BBITIOJTHAIOTCS 0€3 ydeTa BHEIIHUX MOAKIIOYECHUM W COSIUHEHUW CHCTEMBI C

BHCIITHHUMMH CUCTCEMAaMHU U CCIMCHTAMM CCTH.
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Knaccudpuxanusa UCITIn CKVY ]l mpou3BoauTcss HA OCHOBAHUM CIETYIOUIUX
JTaHHBIX:

1. Kareropuu nepcoHayibHbIX AaHHBIX, 0OpadaTeiBaembix B UCII[n CKVY /I:

HHbIE.

2. O0BEM 00pabaThiBaeMbIX MepcoHaNbHBIX AaHHBIX: 70 100 000.

3. Yrpossl, aktyansHbie i UCII[In CKY/: yrpo3sl 3-ro tuma (s
UH(POPMAIIMOHHON CHCTEMbl AaKTyallbHbl YIpO3bl, HE CBSI3aHHbIE C
HaJIMYUEM HEJOKYMEHTHPOBAHHbBIX (HeleKJIapupOBaHHBIX)
BO3MOXKHOCTEd B CHUCTEMHOM U  NPHUKIAJAHOM  IPOrPaMMHOM
obecrieueHnu, UCTIOIb3yeMOM B HH(GOPMAIUOHHON CUCTEME).

4. Tun cyObeKTOB MEpCOHAIBHBIX AaHHBIX, oOpabarsiBaembix B WMCIIH
CKY/: oOpabaTeiBalOTCSi  NEPCOHAIBHBIE  JaHHbIE  CYOBEKTOB
NEPCOHATIBHBIX JaHHBIX, ABJISIIOIMXCHA COTPYAHUKAMH ONepaTopa.

Ha ocHoBaHMM TMOJy4YEeHHBIX JaHHBIX, corjJacHo IlocTtaHOBIEHHIO
npaButenbeTBa PO ot 01.11.2012 1. Nel119 «OO6 yTBepkIeHUH TpeOOBaHUU K
3allliTe MEPCOHANIBHBIX JAHHBIX MPHU UX 00paboTKe B MHOOPMAIIMOHHBIX CUCTEMAX
NEPCOHATBHBIX JaHHBIX» WH(GOPMAIIMOHHOW CHCTEME TMEPCOHAIBHBIX JIaHHBIX
UCTIIn CKYJ cnemyer obOecnieunBaTh 4-ii ypOBeHb 3aIMIIEHHOCTH

MePCOHAIBbHBIX JaHHBIX (Y34),

6. Ouenka yrpo3 6e3onacHocTH HH(pOPMALNHU

OneHka W COCTaBICHUE TIEPEYHS AaKTyaJlbHBIX yrpo3 0e30MacHOCTH
MIEPCOHAIBHBIX JTaHHBIX MTPOU3BOJNTCS HA OCHOBAHUU METOANYECKUX JOKYMEHTOB
OCTIK u ¢ yuetom O6anka gaHHbiX yrpo3 GCTIK:

1. bazoBas monenb yrpo3 0€30MacHOCTH MEPCOHANbHBIX JTAHHBIX MPU HUX
00paboTke B MH(GOPMAIIMOHHBIX CHCTEMaX MEPCOHATBHBIX MaHHBIX OT 15.02.2008,
yTBepxkaeHa 3amectuteneM nupekropa @CTIK Poccuu;

2. Metoauka  ompemeNieHWs ~— aKTyaJdbHBIX  yrpo3  0O€30MacHOCTH

MEePCOHAIBHBIX JAHHBIX MpU UX 00paboTke B HH(POPMALMOHHBIX CHCTEMaX
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MEepCOHAIBHBIX JaHHBIX OT 14.02.2008, yTBepkAeHAa 3aMECTUTEIEM JTUPEKTOpA

®CTOIK Poccun;

6.1. YpoBeHb HCXOJXHOM 3aLIUIIIEHHOCTH 10 MOJEJIH

[Ton ypoBHEM ucxoaHou 3amuuieHHocT komnoHnenTa Y 1 UCII/n
IMMOHUMACTCS 000OIIEHHBIN ITOKA3aTeNb, 3aBUCAIINNA OT TEXHUUECKUX U

AKCIUTyaTallMOHHBIX XapaKTEPUCTHUK pecypca.

IIo Kaﬁ(ﬂOﬁ U3 OCHOBHBIX 7-MH XapaKTCPUCTUK KOMIIOHCHTA OMPCACIIACTCA
YPOBCHb HCXOI[HOﬁ 3aIUINCHHOCTU B COOTBCTCTBUH C TIPABUJIOM

Tabnuia 1 — onpeesieHre UCXOTHOM 3aIUIIIEHHOCTH

TexHnueckne v IKCILTyaTAIIMOHHbIE
xapakrepucTuku UCIIn

YpoBeHb 3aIUIEHHOCTH

Bricoxkuit

Cpennuid

Huskuit

1. ITo TeppuTopraIibHOMY pa3MelleHUIO:

— pacnpenenennas MCII/H, koTopas oxXxBaThIBaeT
HECKOJIbKO  oOjacTeidf, KpaeB, OKpPYroB WIH
roCyJapCcTBO B LIEJIOM;

— ropoackas HMCIIH, oxBaTeiBaromas He Ooliee
OJIHOT'O HACEJIEHHOTO MyHKTa (ropoJa, MOCENKa);

— kopriopatuBHas  pacnpenenenHas — MCIIH,
OXBaThIBAIOIlass MHOTHE TMOJpa3/IelICHUs] OJIHOU
OpraHu3aluy;

— nokanbHas (kammycHas) UCII[IH, pa3BepHyTas
B TIpeleNiax HEeCKOJbKUX OJHM3KO PACMOJIO0KEHHBIX
3JIaHUH;

— nokanbHass WCIIIH, pa3BepHyTas B mpenenax
OJIHOTO 3/1aHUs

H

2. I1lo HaTMYMIO COeTUHEHHSI C CETAMH OOIIEro
MoJIb30BAHMS:

— HUCII[IH, uMeromas MHOTOTOYCYHBIM BBIXOJ B
CeThb OOIIEro MoJIb30BAHMS;

— HUCII[IH, wnmeromas OTHOTOYCYHBIM BBIXOH B
CeThb OOIIEro MOJIb30BAHMS;

— UCIIIH, ¢usnuecku oOTaeiIeHHAs OT CETH
0011IeTO MOJIE30BAHUS

3. 1o BcTpoeHHBIM (JIerajibHbIM) ONepalusiM ¢

N3m.

Juer Ne moxym. ITomnucs | Hara
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TexHnueckue M IKCILTyaTAIlMOHHbIE YpoBeHb 3a1MIIEHHOCTH
xapakrepucTuku UCIIIn Bricokuii | Cpennuii | Huskui

3anucsAMH 0a3 MEPCOHAJIbHBIX JAHHbIX:

— YTEHHE, IOUCK; B - -

— 3aIucCh, yIaJCHUE, COPTUPOBKA; - C —

— MoauduKaus, nepegaya = - H

4. Tlo pa3rpaHN4eHuIo JAOCTyIA K

NMEePCOHATBHBIM JIAHHBIM:

— UCIIIln, Kk  KOTOpOM  HMMEKT  JOCTYI

ONpeAECICHHbIC MepEeUYHEM COTPYJHUKH

opranu3zanuu, sBistomeiica Biaaensiuem MCIIIH, — C —

60 cyonekt [1]1H;

— UCIIIH, k KOTOpOl HMEIT JOCTYN BCE - - H

COTPYJIHUKH OpraHu3aIuu, ABJISFOIIEHCS

Braaensiem UCII/H;

— HCIIH ¢ OTKpBITBIM JOCTYIIOM — — H

5. Ilo HAIMYHUIO COeIMHEHUIl ¢ APyrumMmu 0azammu

II1n mabix UCITH:

— unterpupoBanHas ~ MCII[lu  (opranuzauus - - H

ucronb3dyetr Heckonbko 0a3z I1[In UCII[H, npu

ATOM OpraHM3alys HE SIBISETCS BIAJEIbLIEM BCEX

ucronb3yeMbix 6a3 [1/1nH);

— HUCIIH, B KOTOpOM HCIONB3yeTCsl oHa 0asa B — -

[1/11, mpuHaaJIe)Kamas OpraHu3alud — BIAACIbIY

nanHot UCITIx

6. IIo ypoBHIO 0000mIeHUsT (00e3IMUYMBAHUSA)

I /In:

— UCIIIn, B  KOTOpOoWM  MpeaocTaBisieMble

MOJIB30BATEIIO JAHHBIC SBISIOTCS 00€3TUNICHHBIMH B

(Ha ypOBHE OpraHu3alyu, OTpaci, O00JaCTH, — —

peruoHa u T.1.);

Juer
1852-C31 8

Msm.| Jner Ne goKyMm. Hoamucs | Jlara
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TexHu4yeckue u IKCIUITyaTAalUOHHBIC YPOBeHI) 3aIllMIIICHHOCTH

xapakrepucTuku UCIIIn Bricokuii | Cpennuii | Huskui

— HUCIIAH, B KOTOpOH JaHHBIE O0E3TUUMBAIOTCS
TOJILKO TIPH NIEepeiaye B APYrue OpraHu3aluu U He
00€37IMYEHbl NIPU MPEAOCTABICHUH I10JIb30BATEIIO
B OpraHu3aluuy;

NCIIOH, B KOTOpOU MIpEIOCTaBIIsIEMBIE
I10JIB30BATEIIIO JaHHBIE HE SABIIIOTCS
00€e3JIMYeHHBIMU (T.€. MPUCYTCTBYET MH(pOpMaLus,
MO3BOJISIIOIIAs UAECHTUGUIMpPOBaTh cyobekTa [1/1H)

7. 1o o0bemy I1/IH, KOTOpPBIE NMPEIOCTABJISIIOTCS
cTopoHHMM  moJab3oBateasiv  MCIIIn  0e3
npeABaApPUTEIbHOI 00padoTKM:

— WCIIIn, npenocTaBisromias BClO 0a3y JTaHHBIX — — H
c I1/1H;
— HCIIJH, npenoctaBnstomas yacts [1J1H; - C -
— UCII[JH, He mnpeaocTaBisiomias HUKAKOU B — —

nHpopMaImu.

Beibop 3HaueHHs YpPOBHS HMCXOJHOM 3allMIIEHHOCTH MPOUCXOAUT B
COOTBETCTBUH C MPABUIIOM:

1. IlpucBauBaercs Bbicokuii ypoBeHb (Y1 = 0) HCXOAHON 3aIIUIIICHHOCTH,
eciau He meHee 70% XapaKTepUCTHK pecypca COOTBETCTBYIOT YPOBHIO «BBICOKHII»
(CyMMHpYIOTCS ~ TIOJOXKUTEIbHBIE  pEIIeHHs 1O  MEepBOMY  CTOJIOIY,
COOTBETCTBYIOIIEMY BBICOKOMY YPOBHIO 3alllMIIEHHOCTH), a OCTajJbHbIE —
CpPEeAHEMY YPOBHIO 3alMIIEHHOCTH (IIOJOKUTEIbHBIE PEIIEHUS IO BTOPOMY
CTOJIOITY).

2. IIpucBauBaercs cpeanuii ypoBeHb (Y1 = 5) wcxoqHOW 3alIMIIEHHOCTH,
€CJIM HE BBITIOJIHSIOTCS yCJIOBHS MO NyHKTY 1 u He MeHee 70% XapaKTEpUCTUK
pecypca COOTBETCTBYIOT YpPOBHIO HE HUXE «cpeaHuil» (Oepercsi OTHOUIEHUE
CYMMBbI MOJIOKUTEIbHBIE PEIICHUH MO BTOPOMY CTOJIOIY, COOTBETCTBYIOIIEMY
CpeHEMY YpPOBHIO 3allUIIEHHOCTH, K OOIIEMYy KOJHMYECTBY pEIICHUI), a

OCTAJIbHBIC — HU3KOMY YPOBHIO 3aIIMIICHHOCTH.
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3. IlpucBanBaercs Hu3kuii ypoBeHb (Y1 = 10) ucxoaHOM 3aIIUIIICHHOCTH,
€CJIM HE BBIOJIHIIOTCS YCIOBHUS MO ITyHKTaM 1 u 2.
Hcxonss w3 OICHOK, JAaHHBIX BhIIE B TaOmuie 1, UCXOIHBIA YpPOBECHB

samuueHHocty UCITIIn CKY /I — cpeanmii.

4.2. Bb10Op aKTyaJbHbIX THUIIOB HAPYIIHUTEJIS

Cornacno «ba3oBoit Mogenu yrpo3s ...» [2] HICTOYHUKAMH yTPO3
6e3onacHocTH, peannsyeMbix 3a cuer HCJI, apnsroTcs:

— HapylmHUTedb — (QU3NYECKOE JUI0, CIy4allHO WU MpeaHaAMEPEHHO
coBepliarouiee  JIEWCTBUS, CJIEACTBUEM  KOTOPBIX  SIBISETCS  HapyILIEHHE
6e3omnacHocTy H(pOpMaIUy;

— HOCHUTEJIb BPEJIOHOCHOM MPOrpaMMBbl;

— anmnapaTHas 3aKJaJKa.

[locnennue nBa HMCTOYHMKA peaju3alldd Yrpo3 CBsS3aHbl C JEUCTBUAMHU
HApYILIUTENS U 3aBUCAT OT €ro BO3MOXHOCTEHN, MO3TOMY OHM pacCMaTPUBAIOTCS B
€MHOM aCIIEKTE C MEPBBIM UCTOYHUKOM.

Hapymmtenu mo Haiuyuio mpaBa MOCTOSIHHOIO WJIM Pa3oBOro J0CTyHa K
pecypcy NoApa3aeistoTCs Ha BHEIIHUX U BHYTPEHHUX.

[lepBass Tpynma HapymuTededl peanu3yeT yrpo3bl 0€30MacHOCTH W3BHE
cuctemMbl. K Held MOTYT OTHOCHTHCS: pa3BeIbIBaTEIbHBIC CIIYKObI TOCYHapCTB,
KpPUMHWHAJIbHBIE CTPYKTYPbl, KOHKYPEHTBI (KOHKYPUPYIOUIME OpraHU3aluM),
HEeZI00POCOBECTHBIE MAPTHEPHI, BHEIIHNE CYOBEKTHI ((hHU3HUECKHUE JINIIA).

Hapymtenu Btopoil rpymmsl, umeromue aocryn k MCII[IH, Bkirodas
nonb3oBarenein MCII[IH, peanu3yoT yrpo3sl HEMOCPEACTBEHHO B cucteMe. OHU
MOAPA3JAEIAIOTCS HA BOCEMb KaTeropui B 3aBHCUMOCTH OT crocoba JocTyna u
noiHoMound  goctynma k uHpopmanuu: Kl —  [OMKHOCTHBIE JHIIa,
oOecneunBaromie  HopmainbHOoe  (pyHkuuonupoBanne  UCIIIu, K2 -

3apEeruCTPUPOBAHHBIC JIOKaJIbHBIE I10JIB30BATEIIN NCII/H, K3 =
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3apEruCTPUPOBAHHBIC yIaJICHHbIE I10JIB30BATEIIN NCIIH, K4 —
3apEruCTPUPOBAHHBIE  MOJB30BATEIM €  IOJHOMOYMSAMU  AJMUHHUCTpaTOpa
oe3zonacHoctu cermeHta (pparmenta) HUCIIAn, K5 — 3apeructpupoBaHHBIE
nosb3oBarenn ¢ noiaHomouusMu CucremHoro aamuuucrparopa MCIIIH, K6 —
3apEruCTPUPOBAHHBIE  MOJB30BATENM C  IOJHOMOYMSIMHU  AJIMUHUCTpaTOpa
o6eszonacHoctu WCII[Jn, K7 — mnporpaMmMucTei-pa3pad0Tyuku (IOCTABIIMKH)
npuknagHoro [IO wu nuna, oOecrneyuBarolMe €ro COMPOBOXKICHHE Ha
3amum@aeMom oobekre, K8 — pazpaboruriku u nuia, o0ecrneynBaome mocTaBkKy,
conpoBoxaenue u peMoHt TC UCII/IH.

AKTyanbHbIE KaTETOpUU HApPYIIMTENICH ONMPENENSIIOTCS MyTeM JKCIEePTHOM
OLICHKU. ODKCIIEPTHasi OLIEHKA IMPOBOAMUTCS IMyTEM MPUCBOCHUSA KaXKIOMY THITY
HapylIuTens BepOaqbHOTO 3HAYEHUS: H — HHU3Kas aKTyalbHOCTb, C — CPEIHSSA
aKTyaJIbHOCTb, B — BBICOKas akTyaJlbHOCTh. OOmIas oleHKa MO OOJBIIMHCTBY
OJIMHAKOBBIX OLIEHOK.

JlaHHbBIE SKCIIEPTHOM OLEHKU NPEJCTaBIEHbI B AOKyMeHTe «OIeHKa yrpo3s
uHopManoHHoU 6e3omacHocTu» B Tabmuiie Ne 2 — BeiOOp akTyalbHBIX THIIOB

HapyLIUTEIS.

Tabmmma 2 — BEIOOp aKTyaJIbHBIX TUIIOB HAPYIITUTESA

DKcrepTHas OlleHKa OITAaCHOCTH YIpo3
Wneutu-
Kareropuu napymurenen Ob6mas
(bukaTopbI Oxkcneprl | Okenept2 | Dkenept3
OIICHKA
BHyTpenHue HAPYLIUTETH
JIOMKHOCTHBIE JINIIA,
K1 obecrneunBaronre HopMaabHOe c c c Cpennss
¢ynkumonuposanue AC
3aperucTpupoBaHHbBIE
K2 C C C Cpennss
JIOKaJibHbIE NoJIb30BaTenn AC
3aperucTpupoBaHHbBIE
K3 H H H Huskas
yaaneHHble noJibzoBaTenu AC
K4 3aperucTpupoBaHHbBIE H H H Huzkas

Jluct

1852-C3U

N3m.

Juct Ne moxym. Tlonnuce Jlarta

11




o

Bzam. unB.

TTonm. u gara

Mus. Ne moan

[10JI30BATEIH C TTOJTHOMOYUSIMHA
AnmuHUCTpaTopa 6€30MmacHOCTH

cermenTa (¢pparmenta) AC

K5

3aperucTpupoBaHHbIE
10JIb30BATEIH C TOJIHOMOYUSIMU
CucteMHOro aJIMUHHUCTPATOPA

AC

Bricoxkas

K6

3aperucTpupoBaHHbIE
MOJIL30BATEIH C TIOTHOMOYHUSIMH

AnMuHHCTpaTOpa 0€30MaCHOCTH

AC

Bricoxkas

K7

[IporpamMmmucTbI-pa3pabOTIHKN
(TmocTaBUIMKYN) PUKIIATHOTO
I10 u nuia, oOecrieynBaromne
€ro COMPOBOXKICHUE Ha

3aIAIIAEMOM 00BEKTE

Cpennsis

K8

PazpaboTunku u nuna,
o0ecreunBaroIue MoCTaBKy,
COIIPOBOXKJICHUE U PEMOHT

TexHuueckux cpeacts AC

Cpennsisi

Buemnue

HAPYLIUTEIU

K9

Pa3BeI[BIBaTeJ'II>HI)Ie CJ'Iy>K6I)I

rocyaapcCTB

Huzkas

K10

KpumuHnanbHble CTPYKTYpBI

(xakepsl, TPYIIIHI XaKepOB)

Bricoxkas

K11

KoHKypeHTbI (KOHKYpUpYIOLIe

OpraHHU3aIIH )

Huszkasa

K12

Henob6pocoBecTHble MapTHEPHI

Huszkasa

K13

BHemHue cyObeKkTh

(Ppu3nyeckue numa)

Huskasa

4.2,

Onpeneﬂelme AKTYAJbHBIX YI'PO3 0e30MmacHOCTH

Ornpenenenne akTyaabHbIX YTPO3 BBITOJHAETCA C YYETOM NPEACTABICHUN

00 ysI3BUMOCTSIX B COOTBETCTBYIOIIUX cermentax PUC.

N3m.

Jluct

Ne mokym.

Tlopmucs | Mara

1852-C3U
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4.2.1. llopsiiok onpeeieHUsl AKTYAJbHbIX YIPO3

Jlanee onucaH NOpsAI0K ONPEIEICHUS aKTyalbHbIX YIPO3 Ha OCHOBaHUU
metonukn OCTOK PO.

OO61mmii mepedeHb yrpo3 U pe3yibTaT BbIOOpa aKTyalbHBIX YIPO3 IPUBEIEH

B pazaene 4.4. B Tabnune 3.
4.2.1.1.Y9acToTa (BepOSATHOCTH) peaiu3aliu yrpo3

Yactora  (BEpOSTHOCTb)  pealu3aluyd  yrpo3bl  —  TIOKa3aTedb,
XapaKTepU3YIOIINA, HACKOJIBKO BEpOSITHOW SBJISETCS peaiu3alus KOHKPETHOM
yrpo3bl JJii JTAHHOTO KOMIIOHEHTAa CHUCTEMbl B CKJIQJBIBAIOIIMXCA YCIOBHUSIX
00CTaHOBKH.

Jist KakIoW yrpo3bl SKCHEPThl JOKHBI YCTAHOBUTH COOTBETCTBYIOILIYIO
yuciioBoe 3HadeHue Y2 ot 0 (MmanoBeposTHo) 10 10 (BbIcOKasi BEpOSATHOCTB).

B oTHOLIEHNH Ka)XJI0OM W3 yIrpo3 3KCIEPTHI OMPENEIIIIOT COOTBETCTBYIOIIEE
yuciioBoe 3HaueHue. OOImas oleHKa Ui KaKI0M yrpo3bl ONPEAeNsIoCh IO
dopmyne: (Onenkal+Onenka2+Onenka 3)/3. [Ipu 3ToOM pe3ynbTaT OKPYTJISIICS 10
LEJI0r0 3HAUYCHHUS.

Pacuer wactoThl peanuzanuu yrpo3 mnpeactaBieH B TabOmume Ne 4 —

Omnpenenenue akTyanbHbIX yrpo3 OeszomacHoctu mo monenu OCTIK, cronbirsr

NoNe 3-6.
4.2.1.2.0npenenenue KO3 PpuuueHTa peau3yeMocT yrpo3

3Has BEpOSTHOCTh pealu3alud yrpo3 Y2 U ypOBEHb HCXOJHOMN
3AIMINCHHOCTH Y 1, I8 KaXI0H yrpo3bl m3 0a30BOTO TEPEYHS BBIYHUCISACTCS
ko> pHUIMEHT peanu3yeMocTH yrpo3sl Y no coortnomrenunto: Y = (Y; +Y,)/ 20,

[To 3HaueHuto kodpduIMeHTa pearu3yeMocTH yrpo3bl Y dopMupyeTcs
BepOaJIbHAsT WHTEPIIPETAIUS PEATM3YEeMOCTH KaXKIIOHW yrpo3bl MO CIEAYIOIIAM
TpaBUIIaM:

eciau 0<Y<0,3, TO BO3MOKHOCTb peaJIN3allu¥ YIPO3bl MPU3HAETCS HU3KOI;
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ecmn  0,3<Y<0,6, TO BO3MOXHOCTb pe€aIM3aluU yIpo3bl MIPHUIHAETCS
CpEIHEN;

ecmn  0,6<Y<0,8, TO BO3MOXHOCTb pe€aaU3alUUd YIrpo3bl MPHUIHAETCA
BBICOKOM;

ecin Y>0,8, To BO3MOXHOCTh pealM3allMd YIpo3bl MPU3HAETCS OYEHb
BBICOKOM.

Pacuer koaddunmenTa peaausyemoctu yrpos npezcrasieH B Tabmume Ne 4
— Omnpejenenne akTyalnbHbIX yrpo3 OesomacHoctu no monenu OCTIK, cronbery

No 7.
4.2.1.3.0nacHocTh yrpo3

[Ipy olleHKE OMacHOCTH YIpO3 HCIONB3YETCs BepOabHBIN MOKa3aTelhb
OTIACHOCTH, UMEIOIIHNI TPU 3HAYCHUS :

Huzkas onacnocms (H) — ecnu peanmzanust yrpo3bl MOXET INPUBECTH K
HE3HAUYMTEJIbHBIM HETATUBHBIM ITOCIEACTBUSIM ISl BIAJECIbIEB CUCTEMBI;

cpeonsisi onacrhocms (C) — eclin peanusariusi yrpo3bl MOXKET NMPUBECTH K
HEraTUBHBIM IMOCIEACTBUSM AJISI BIAJENIbIEB CUCTEMBI;

gvicokas onachocms (B) — ecnu peanuzanusi yrpo3bl MOXKET MPUBECTH K
3HAYUTEJIbHBIM HETATUBHBIM MOCIEACTBUSM ISl BIAJEIbIEB CUCTEMBI.

B oTHomeHMM KaxJaoW W3 Yrpo3 AKCHEPTHl ONPEaesioT BepOaTbHYIO
rpajganuio omacHocTu. OOmmas oleHKa IS KaKIO0W Yrpo3bl OMPEAeNsieTcs o
OOJBIIMHCTBY COBIAAIONINX OIICHOK.

Pacuer omacnoctu yrpo3 mpuBomutcs B Tabmune 4 — OnpeneneHue

aKTyaJabHbIX yrpo3 6e3onacHoctu no Mmoaenu @CTIK, ctonOipr NeNe 8-11.
4.2.1.4.0npenesieHne akTyaJabHOCTH YIPo3

Onpez[eneHHe AKTYAJIbHOCTHU IIPOUCXOOUT, UCXOOA U3 OIMPCACICHHBIX PAaHCC

3HAYCHUM BO3MOKHOCTHU pcain3aiyi 1 OIIaCHOCTH YI'PO3LI.
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N3 BBIOpaHHOTO paHee 0a30BOro MEpPEYHs Yrpo3 BBIOUPAIOTCS T€, KOTOPHIE

OTHOCATCSA K aKTyaJIbHbBIM B COOTBCTCTBUU C IIPpABUIIOM, IIPHUBCACHHLIM B Ta6JII/II_[C

3.

Tabnuua 3 — onpezeneHue akTyalTbHOCTH YTPO3bl
Bo3moxkHocTh IToxa3aTeb OIACHOCTH YIPO3bI
pean3anuu Huskas Cpeansis Bricokasn
yrpo3bl
Huskas HEaKTyaJIbHas HEaKTyaJIbHAsl aKTyaJbHas
Cpennsis HEaKTyaJIbHas aKTyaJbHas aKTyaJbHas
Bricokas aKTyaJbHas aKTyaiabHas aKTyajbHas
OueHb BbICOKas aKTyaJbHasl aKTyalabHas aKTyaJbHas

OHpe,HeJIGHI/IC AKTYAJIbHOCTU YI'pO3 NPCACTABICHO B HOKYMCHTC ((OIIGHKa

yrpo3 uHGPOPMAIMOHHON Oe3omacHocT» B Tabnwmie — Onpenenenue
aKTyaJbHBIX yrpo3 O0e3omnacHoctu o moaenu ®CTIK, cronberr 12.
JIuct
1852-C3U1
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7. Br100p MeponpusiTuii no odecnevyenunro 0esonacuocru I/ In

[lepeyenp Mep 3amuThl MHPOpMAUUU Tpou3BoAMUTCS corjacHo [Ipukaszy
OCTOK or 18.02.2013 Ne21 u npusenen B [Ipunoxenun b.

ITepeuens Mep, HEUTPAIU3YIOLIUX YIPO3bl MH(OPMaALIMOHHOM
0e30MacHOCTH, OMNpeNeieHHbIE B MOJEIH Yrpo3 Oe30MacHOCTH NEPCOHAJIbHBIX
JNaHHBIX ITpuBeeH B [Ipunoxenuu B.

OcHOBHBIE TEXHUYECKHE penieHusi, npuMensiemble B JIBC cnenyronue:

e jokanpHasg cete HCIIJIn CKVY]l BBINOJHSETCA B HW30JIMPOBAHHOM OT

IPYTUX CETEN BUJE.

e B kauectBe omnepanuoHHbix cucteM IIK u cepepa mpumenstorca OC
Windows 10 Professional ¢ ycuieHHBIMH HACTPOWKAMU OTPAHHUYCHHS
JOCTYTIA, pa3AeJI€HUEM TOJTHOMOYMN aIMUHUCTPATOPA U MOIb30BATEII.

® B KayeCTBa CPEICTBA 3aLIUThl OT HECAHKIIMOHMPOBAHHOIO JOCTYyNa M
KOHTPOJISl MALTMHHBIX HOocUTesel nadopmarmu npumensiercst Dallas Lock
8-K;

® B KauyeCTBE CPEJICTBA JOBEPEHHOM 3arpy3ku APM u cepBepa npuMeHsETCS
cpeacTBo goepenHoi 3arpy3ku Dallas Lock;

® B Ka4yeCTBE IEKTPOHHBIX HJIECHTU(PHUKATOPOB AJIsl JOBEPEHHOI'O 3alyckKa
CUCTEMBI M BXOJa B OIEPALMOHHYIO CHCTEMY IPUMEHSIOTCS
uaeHtudukaropsl Pyroken 32K, ceprupunupoBanusie DCTIK;

® B Ka4eCTBE aHTUBHUPYCHOI'O PELICHUS U PELICHMS I10 3alUTE OT TUIIOBBIX
atak npumensiercs Kaspersky Endpoint Security 10.

IIpu BHenpenun C3U TpedOyercst pa3paboTarh U NPUHATH CIEAYIOUIUE

JOKYMEHTHI:

e mpuka3 o BHenpeHuu cuctembl 3amuThl nHbopMmammu UCIIIa CKY ] u
HA3HA4YEHUHU OTBETCTBEHHBIX JIUL;

® PYKOBOJCTBO IIOJIb30BATEIIS;

® PYKOBOJICTBO aJJMHUHHUCTPATOPA;

® WHCTPYKLMS IO SKCITyaTalllHu;
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® TEXHUYECKUU I1aCIOPT;

e KypHaJ yyeTa MalllMHHbIX HOCUTENEH HH(POpPMAIUU U UICHTU(DHUKATOPOB;

® AKThl YCTAHOBKH CPEJCTB 3aIUTHI HHPOPMALIIH.

[lToMuMO 3TOrO, Ha JTame BHEAPEHHS PACCMATPUBAIOTCA M YTOUYHSIOTCS
corjacHo TpeOOBaHMSIM HACTOSAILIETO MPOEKTa MEPOIPHUSATUS IO OTrPAaHUYECHUIO
JocTyna B TIOMEUIEHUSS H Ha OOBEKT, MEpONpUATHS MO O0ECHEeYEHUIO
KOH(HJIEHIIUATbHOTO JOKYMEHTO000pOTA.

Ha »sTane ucnblTaHuii M BBOJA B AKCILTyaTaIMIO pa3padaThIBalOTCS:

® [IpUKa3 O IPOBEJACHUU ONBITHOM SKCIUTyaTaluu;

® aKT O npoBeleHnH onbITHOM skcmryataunn C3U UCII/IH;

e npuka3s o BBoJe B akcruryatauuio C3U UCIIT/R.
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Hpnﬂomeﬂne A— onpeaejeHue akTyajJbHbIX YIPO3

Tabnuma A.1 — onpenenenue akTyanbHBIX YTpo3 Oe3onacHocTy o Mojemu GCTIOK

DKCnepTHas OIICHKA YacTOThI
DKcrepTHas OIEHKA OTIAaCHOCTH YIpo3
(BEpOSATHOCTH) pean3aliu yrpo3
1 2 3 4 5 6 7 8 9 10 11 12
Minentu- | basosbid Oxcneprl | Dkenept2 | DxenepT3 Obwas KP | Okcneprl | Oxcnept2 | Okcnept3 Obmas AY
(UKaTOPHI | IEpeUCHD OLlIEHKa OllIEHKa

a + 1 0 0 0 0,27 H H H Huskas HeakryanpHas

b + 9 9 9 9 0,70 c c c Cpemsist AKTyaJIbHasi

c + 0 0 0 0 0,25 H H H Huskas HeaxryanpHas

d

dl + 2 2 2 2 0,35 C H H Huskast | HeakryanpHas

d2 + 0 0 0 0 0,25 H H H Huskas HeakryanpHas

d3 + 5 5 5 5 0,50 c c c Cpennsist |  AkTyajabHasi

e

el + 2 2 2 2 0,35 H H C Huskas HeakryanpHas

e2 + 2 2 2 2 0,35 H H C Huskas HeakryanpHas

f

fl + 0 0 0 0 0,25 H H H Huskas HeaktyanpHas
2 2 + 10 10 10 10 0,75 B B c Bricokas AKTyaJIbHas
E 3 + 3 2 2 2 0,37 c c c Cpennsist AKTyaJibHasi
z f4 + 0 0 0 0 0,25 H H c Huskas HeakryanpHas
= 5 + 0 0 0 0 0,25 H H c Huskas Heakryanphas

6 + 5 5 5 5 0,50 c c c Cpennsis AKTYyaJibHasi

7 + 3 3 3 3 0,40 Cc c c Cpennsis |  AKTyaJbHas

g
g gl 0 0 0 B B C Bricokas
.l g2 + 10 10 10 10 0,75 H c c Cpennsis AKTyaJbHas
= 93 + 4 4 4 4 0,45 C C C Cpennsist | AKTyaibHas
= g4 + 3 3 3 3 0,40 B B B Boicokast | AKTyajabHas
S JIuct
2 1852-C3H1
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g5 + 1 1 1 1 0,30 B B B Beicokast |  AkTyasibHasi
g6 + S S B 5 0,50 c c B Cpennsist |  AKTyajibHas
g7 + 10 10 9 10 0,73 B c B Bricokas AKTyajJbHas
g8 + 7 7 7 7 0,60 c c c Cpenusist | AKTyajbHas
g9 + 10 10 10 10 0,75 B B B Bricokas AKTyaJibHasi
h
hl + 2 2 2 2 0,35 H c c Cpennsis AKTyaJibHasi
h2 + 2 2 2 2 0,35 c c c Cpennsis AKTyaJbHasi
h3 + 3 3 3 3 0,40 c c c Cpennsist | AkTyajbHas
h4 + 0 0 0 0 0,25 H H H Huskas HeaxryansHas
h5 + 5 5 5 5 0,50 H H c Huzkas HeaxryanbHas
h6 + 2 2 2 2 0,35 H H c Huskas HeaxryansHas
|

il + 2 2 2 2 0,35 H H c Huskas HeaxryanbHas
i2 + 5 5 5 5 0,50 H c c Cpennsis AKTyaJIbHas
i3 + 5 5 5 5 0,50 c c c Cpemnsisi |  AKTyalibHas
i4 + 5 5 5 5 0,50 c c c Cpemnsisi | AKTyalibHas
i5 + 0 0 0 0 0,25 H H H Huskas HeaxryanbHas
i6 + 5 5 5 5 0,50 H c c Cpemnsisi | AKTyalibHas
i7 + 5 5 5 5 0,50 c c H Cpennsis AKTyaIbHast
i8 + 0 0 0 0 0,25 H H H Huskas HeakryanpHas
i9 + 0 0 0 0 0,25 H H H Huskas HeakryanpHas
i10 + 2 2 2 2 0,35 H H H Huskas HeakryanpHas

Tabnuma A.2 — oOumii mepevyeHb yrpo3 U akTyallbHBIE YTPO3bI

na HanmenoBanue yrpo3sst APM
a | Yrpossl yTeukn akyCTH4ecKoi (peueBoil) nHhopmaiuu: HeaxryanpHas
b | Yrpo3sl yreuku BUIOBOH HHPOpMAIIUU AKTyajibHas
Juer
1852-C31
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C | Yrpossl yreuku uapopmarmu mo kanary [IDMINH HeaxryanbHas
d | Yrpossl, peanu3yembie B xoe 3arpy3ku OC U HanpaBJICHHBIC Ha:
di TepexBaT NapoJIei WM UICHTH(PUKATOPOB HeaxryanbHas
d2 Moudukainus 6a30Boi cucreMbl BBo1a/Beioia (BIOS) Heakryanphas
43 MepexBaT yIpaBleHHs 3arpy3Koil ¢ ©3MEHEHHEM HEOOXO0JMMOM TEXHOJIOTUYECKON HH(DOPMAIIH TSI TOJTydCHHUS

HCJ] 8 OC UC AKTyaJbHasi
e | IIpenHaMepeHHbIE AEMCTBUS BHYTPEHHUX HApyIIUTEIEH
el Joctyn k unpopmarmu, ee MoIu(GUKAIMSI U YHUYTOKECHHE JIUIIAMHU, HE JOMYIIEHHBIMHA K 00paboTKe HeaxryanbHas
e2 Pasrnamenue nHpopmaimim, ee MoaudUKalMs 1 YHUYTOKEHUE COTPYTHUKAMU, JTONYIIEHHBIMU K 00paboTKe HeakryanpHas

VYTrpo3bl XUIlIeHNs, HECAHKIITNOHUPOBAHHON MOJU(PUKALIMU WK OJIOKUPOBAaHUS WH(OPMALIMK 32 CUET

f | HECAHKIIMOHUPOBAHHOTO JIOCTYIA C MPUMEHEHUEM POTPAMMHO alapaTHBIX U TPOTPAMMHBIX CPEIICTB (B TOM YHCIIE

MIPOTPaMMHO MaTEMaTHYECKUX BO3/ICHCTBHIA)

1 BHEJIPEHUE 3JI0HAMEPEHHBIX MPOTPaMMHBIX 3aKJIa/I0K HeakryanpHas
2 BHEJIPEHNE BUPYCOB AKTyaJIbHasl
3 BHEJIPEHUE JPYTrUX BPEJOHOCHBIX Mporpamm, rpeanasHaueHHbIX a1 ocymectsiaenuss HCJI (ITO noabopa

napodeil, [10 peanuzyromue n3BecTHole ysa3BumMocty, [10 nms renepanyiv BUpycoB U T.11.) AKTyajbHast
f4 HenexnapupoBanHble BO3MOXXHOCTH B pukJagHoM 11O HeaxryanbHas
5 HenexnapupoBanHbie BO3MOXHOCTH B cuicTeMHOM [1O HeaxryanpHas
6 Ycranoska [10, He TpeGyromerocs i UCIOJHEHUS CITYK€OHBIX 00s13aHHOCTEH AKTyaJbHast
7 HC]J] ¢ ucnons3zoBanrem mobusibHOro koja (javascript, pdf, flash, html5 u T.11.) AKTyaJbHasi
g | Yrpo3sl, peanuzyeMbie PU CETEBOM U MEKCeTeBOM B3anmoeicTeuu [1K
gl «AHanu3 ceTeBoro Tpaduka» ¢ MepexBaToM repeiaBaeMoil BO BHEITHUE CETU U MPUHUMAEMON U3 BHEIIHUX

cetelt nHdopmanuu
g2 Yrpo3sl ckaHUpOBaHMsI, HanpaBiieHHbIe Ha BeisiBIeHUE THIIAa OC UC, ceTeBbIX aapecoB padouux cranmuii UC,

TOMOJIOTUU CETHU, OTKPBITHIX MOPTOB M CIYXKO, OTKPBITHIX COCTUHEHHUH U Jp. HeakryanpHas
g3 Buenpenue 10kHOTr0o 00beKTa AKTyajbHase
g4 Hagsi3pIBaHM€ J10°)KHOTO MapuIpyra AKTyajIbHasl
g5 ITogmena noBepeHHOro 00BEKTa AKTyajbHase
g6 BrisiBienus naposeit no cetu HeakryanpHas
g7 «OTKa3 B 00CTY>KHBaHHUI) AKTyaJbHas
g8 Y naJleHHbIN 3a1yCK IPUIOKEHUN HeakryanpHas
g9 BHenpeHue 1o ceTu BpelOHOCHBIX IPOrpaMM AKTyajibHas

h | Yrpo3sl yanuToxenus, XxumeHus anmnapatHbix cpeacts C myrem ¢usngeckoro nocrymna k anementam MC
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hl Kpaska snemenToB, coaepxkamux oobpadarsiBaemyto B UC nndopmarmio (Hocureneit nadopmarim) AKTyaJIbHasA
h2 Kpaska ximroueil u atpubyToB goctyna AKTyajbHas
h3 Kpaxa, yanuTtoxxenue, Moauduxanus nHPOpMauu AKTyaJIbHasA
h4 BriBog 13 crpos y3inoB [I9BM u kaHanos cBsizu HeakryanpHas
h5 HecaHKIMOHMPOBAHHBIN AOCTYI K HH(GOPMAINH ITPU TEXHUYECKOM 00cykuBanuu y3inoB MC HeakryanpHas
h6 HecaHKIMOHNPOBAHHOE OTKIIIOYEHUE CPEICTB 3alIUTHI HHPOPMALIUN HeakryanpHas
i Henpennamepennsle nencTBus HOHB?OBaTeJIeﬁ, HapyuieHus 6e3omacHocTy GpyaknuonupoBanus C3U, a Taxxke
YTpO3bl HEAHTPOIIOTEHHOTO U CTUXUHHOTO XapakTepa
il YTpara wim HeCOOII0ICHHE OPSIKA TEHCTBUM C KIIFOYaMH M aTpuOyTaMu JTIOCTYTIa HeaxryanbHas
i2 Henpennamepennas Moaudukays (YHUUTOXKEHHE) HHPOPMAIMK COTPYIHUKAMU AKTyajIbHas
i3 HexkomneTeHnTHbIe 1€HCTBUS aIMUHUCTPATOPA AKTyajIbHasA
i4 HenpennamepeHHOE OTKIIIOUEHUE CPECTB 3aIUTHI AKTya/IbHasI
i5 BbIxo U3 cTpos anmapaTHbIX U TPOrPaMMHBIX CPEJICTB AKTyaJIbHasl
i6 Hapymenust ycinoBuii o6cmyKuBaHusl, BKJIIOUass HECAHKITMOHUPOBAHHYIO Mepeady HOCUTEeNeH nHhopMaIim AKTYyaJIbHaA
i7 COo0ii cucTeMbl ANEKTPOCHAOKEHHS AKTyaJIbHasl
i8 CO6o11 crucTEMBI OXJIAXKICHUS HeaxryanbHas
i9 3aTOTJIEHUE CEPBEPHOM HeaxryansHas
i10 CruxuiiHoe OecTBre HeakryanpHas

o

B3am. uHB.

ITonm. u nara

uB. Ne moamn
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IIpunoxkenue b — Bp10op Mep HHPOPMALMOHHOM 0€30IIACHOCTH

Tabnuua b.1 - Tlepeyens Mmep nHPopMamOHHOM 0€30MaCHOCTH

Bzam. unB. Ne

ITonm. u nara

uB. Ne moamn

Yea Vroy. | ONMCaHHe peaqu3aluu Mepbl U yCHIIeHHe
obostt. Mepsb! 3amMTHI HHPOPMALMH B HH(POPMALMOHHBIX . | AmanrTa- | HeHue (10 AT COOTBETCTBYIOIETO KiIacca
" ba3oBbiii
cucremMax uus MojeIn
HOMep Ha0op mep yrpo3) V3-4 (CKY]I)
Mepbl
|. Unentuduxkanus u ayreHTHPUKAIUA Cy0beKTOB 10CTyNa
U 00bexToB aoctyna (MAD)
NA®.1 | Unentudukanus u ayreHTH(GUKAIHS TOJTB30BaTEICH, N Cpencrsa ayrentudukarmu Dallas Lock 8-K
SBJISTFOIITUXCSI paOOTHUKAMHM OTiepaTopa
NA®.2 | UnenTuduxamnus u ayrTeHTH(UKALKS YCTPOMCTB, B KomrnieHcupyroire Mepbl — OrpaHUYEHUE
TOM YHUCJI€ CTAMOHAPHBIX, MOOUIIBHBIX U 3 TOCTYIIa B IOMEIIEHHUs, CTAlMOHAPHAS
MMOPTAaTUBHBIX g 4’ PKCIUTYaTalusi 000py10BaHUs, KOHTPOJIb
,
MOJKIIOYEHUSI K KOMMYTaTOPY U OPTam
g5
CKC oGopynoBanusi.
NA®D.3 | Yopasienue uaeHTUGUKATOPAMH, B TOM YHCTIE CpenctBa ayrentudukarmu Dallas Lock 8-K
CO3JIJaHuE, IPUCBOCHHUE, YHUUTOXKEHUE + h2
UICHTU(PUKATOPOB
NA®.4 | YopaBieHue cpecCTBAMU ayTeHTH(PHUKAIIUU, B TOM [Momutuku B Windows, ciiosxHbIe mapoJin
YyHUClle XpaHEHUE, Bbl1aya, MHULUATN3aLus, UIMHOM HE MeHee 6 CUMBOJIOB U
OJIOKMPOBAHUE CPE/ICTB AyTCHTU(UKALIMM U TIPUHATHE + h2 [IPUMEHEHHE 3 IPYIII CUMBOJIOB.
Mep B cilyyae yTpaTsl ¥ (MJIM) KOMIIPOMETALUU
CpeACTB ayTeHTU(UKALUU
Juer
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NA®.5 |3amura oOpaTHOU CBSI3U IIPH BBOJIC N CkpsiTue mapoJs npu Bxoae B Windows
ayTeHTU(UKAITMOHHON HH(POpMAITUU
NA®D.6 | Unertudukanus u ayreHTH(PUKALNS TOJTB30BaTENCH, HeakryajbHo.
HE SBIISIONIUXCS PAaOOTHHKAMU oreparopa (BHEITHUX +
MOJIb30BaTeNeH)
NA®.7 | Unentuduxanus u ayreHTU(UKALNS 0ObEKTOB He Tpebyercs
(haltoBOM CHCTEMBI, 3aITyCKa€MBbIX M UCIIOJIHIEMbIX
MoyJiel, 00BEKTOB CUCTEM yIpaBiIeHUs 0azaMu
JAHHBIX, 00BEKTOB, CO3/1aBa€MbIX MPUKIIATHBIM U
CHeIUaIbHBIM IPOrPAMMHBIM 00ECTICUCHHEM, HHBIX
00BEKTOB JAOCTyNA
I. Yopasnenue n1ocTynom cyObeKTOB JOCTyIa K 00bEeKTaM
noctyna (YIII)
VIIJI.1 | Ynopasienue (3aBecHHE, aKTHBALHS, OJJOKHPOBAHHUE Cpenctra Dallas Lock 8-K
Y YHUYTOXKEHUE) YYETHBIMU 3aMUCIMHU +
M0JIb30BATENIEH, B TOM YMCJIE BHEIIHUX MTOJIb30BATENEH
VIIJI.2 | Peanuzanus HeoOXOIUMBIX METOJIOB [IpenycmarpuBaeTcs poseBas u
Z (IMCKpEeMOHHBIN, MaHJATHBIN, POJIEBOI HIIM MHON TUCKPELIMOHHAs MOJIEH pa3rpaHUYCHUS
E METO/T), THUIIOB (YTEHHUE, 3aITUCh, BBITIOJIHEHHE UM nocryna: Dallas Lock 8-K,Windows.
E WHOM THUIT) ¥ NIPaBUJI pa3rpaHudeHUs TOCTYIa N i
Pasrpanuuenue 10CTymna BBIMOIHIETCS
CUCTEMHBIM aJIMUHHCTPATOPOM Ha
OCHOBAHHUU JOIyCKa MOJIb30BaTeNeh 1
5 [MOJIHOMOYMH.
g
5
: VIIA.3 | Yopasnenue (puabTpanus, MapuipyTH3aus, OrpaHndeHre NOTOKOB IyTeM OTpaHUYEHUS
= s + NCKII
= KOHTPOJIb COEIMHEHUH, OJTHOHAIIpaBJICHHAs Iiepeavya ¢dbyukunonana APM u cepsepa.
=
§ Juer
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Y MHBIE CIIOCOOBI yrpaBiieHus) HHHOPMaAIIMOHHBIMH
MOTOKaMH MEXJly YCTPOHCTBAMH, CETMEHTaMHU
WH(GOPMAIIMOHHOM CUCTEMBI, a TAKKE MEKIY
WH(GOPMAIIMOHHBIMH CUCTEMaMHU

o

B3am. uHB.

ITonm. u nara

uB. Ne moamn

VII[.4 | Pa3nenenue nmoJtHOMOYHiI (poJieii) OJIb30BaTENECH, BrInoHseTCs BO BCEX YPOBHSAX peaiu3aiiiu
aJIMHHHCTPATOPOB U JIHII, 00CCIICYHBAIOIINX + 12 ¢ ucrosib3oBanriem Dallas Lock 8-K,
(GyHKIIMOHUPOBaHUE WH(DOPMAIIMOHHONW CUCTEMBI Windows

VIIJ1.5 | HaznaueHue MUHUMAIIbHO HEOOXOIUMBIX MTPAB U [Mpenycmotpeno B Windows, Dallas Lock 8-
MIPUBHUJICTUH MTOJIH30BATEIISAM, a/IMHHUCTPATOPAM U N i K
JUIaM, 00€CIIeYMBAIONTUM (PYHKIIHOHUPOBAHUE
MH(POPMAITMOHHON CUCTEMBI

VIIJ1.6 | OrpanuueHre HEYCTICITHBIX MOTBITOK BXO/a B [Tpenycmotpeno B Windows, Dallas Lock 8-
WH(POPMAITMOHHYIO CUCTEMY (IIOCTYIa K + h2 K
MH(OPMALIMOHHON CUCTEME)

VIIA.7 | IlpenynpexxieHne noap30BaTeNs IPU €ro BXOJIE B He TpeOyercs
MH(OPMALIMOHHYIO CUCTEMY O TOM, UTO B
MH(OPMALIMOHHON CUCTEME PEalIn30BaHbl MEPBI
3aIUThl HHQOPMALIMHU, U 0 HEOOXOAUMOCTH
cOOI0OICHNS UM YCTAaHOBJICHHBIX OIEPATOPOM MPABUII
00paboTku nHbOpMaIUU

YIIA.8 | OnoBemieHne NOab30BaTEN MOCIIE YCIEIIHOTO BX0/1a He Tpebyercs
B UH(OPMAIIMOHHYIO CUCTEMY O €TO0 MPEAbIAYIIEM
BXO/Ji¢ B MHQOPMAIIMOHHYIO CUCTEMY

VIIA.9 | Orpanndenue ymcia napauiedbHbIX CEaHCOB J0CTyIa He Tpebyercs
JUTS KKJOW yUeTHOM 3amucH MoJIb30BaTeNs
MH(OPMALIMOHHON CUCTEMBI

Juer
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VIIJ.10

bnokupoBaHue ceanca 10cTyna B HHGOPMALUOHHYIO
CUCTEMY I10CJIE€ YCTAaHOBJIEHHOTO BPEMEHU
0e3elicTBYS (HEaKTUBHOCTH) TIOJIb30BATEIS UIIH 110

[Ipenycmotpeno B Windows, Dallas Lock 8-
K

Ycuiaenue:

o

B3am. uHB.

ITonm. u nara

uB. Ne moamn

b
€ro 3arpocy o1 10) 6iiokupoBaHHe ceaHca JI0CTyNa
M0JIL30BATEJIS MTOCIIE BPEMEHH Oe31eHCTBUS
(HEaKTMBHOCTH) MOJIb30BATEINIS B TeYeHHE
15 MuHyT;
VII.11| Paspemenue (3anpet) nelcTBUI MOJIb30BaTENECH, He Tpedyercs
pa3pelieHHbIX A0 UACHTU(DUKAIMY U ayTeHTU(PUKALUN
VIIA.12| Toanepxka u coxpaHeHHEe aTpHOYTOB OE30TTaCHOCTH He Tpedyercs
(MeTok 0e30macHOCTH), CBSI3aHHBIX ¢ MH(pOpMalueil B
MpoIiecce ee XpaHeHus: U 00paboTKH
VII/.13| Peanuzaums 3aiiuieHHOr0 YAAJIEHHOTO TOCTYIa He akryanabno. Cetb CKY |
CyOBEKTOB JI0CTyNa K 00BbEKTaM J0CTyIa Yepe3 N 42-95. g9 H30/IMPOBaHA.
BHEIITHUE HHPOPMAIIMOHHO-TEIEKOMMYHHKAI[MOHHbIE ’
ceTu
VII/.14| PernameHTanus 1 KOHTPOJIb UCIOJIb30BAHUS B He xapakTepHo AJ151 cHCTEMBI.
MH(POPMAITMOHHOMN CUCTEME TEXHOJIOTUI + HNCKJI
0€ecIpoBOIHOTO JIOCTYIA
VII.15| PernamenTanus u KOHTPOJIb UCIIOJIb30BAHMS B He xapakTepHo Aj1s cHCTeMBbI.
MH(POPMAITMOHHON CUCTEME MOOUIIbHBIX TEXHUYECKUX + HUCKJI
CpEICTB
VIIZA.16| YnpasineHnue B3aUMOAEHCTBUEM C He aktyaabno. Cerb CKY L
MH(GOPMAIMOHHBIMHM CUCTEMAaMHU CTOPOHHUX + HUCKJI W30/ 1MPOBaHA.
opraHu3zaiui (BHemHNue HH(OPMAIIMOHHbBIE CUCTEMBI)
Juer
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VII/J.17| ObecnieueHne JOBEPEHHOH 3arpy3Ku CpeICTB CpexnctBo noBepeHHoit 3arpy3ku Dallas
BBIYUCIIUTEIILHON TEXHUKU 43 Lock, ornieuatpiBaHiE KOPITyCa, OFPaHUYCHUEC
ho TOCTYIIa B IOMEIIEHUS], CTallMOHApHAs
PKCIUTYaTalusi 000py10BaHus,
OTBETCTBEHHBIC JIUIIA.
I11. Orpannuenue nporpammuoii cpensl (OIIC)
OIIC.1 | YnpaBneHnue 3anmyckoM (0OpaIieHusIMi) KOMIIOHEHTOB He Tpedyercs
MIPOrpaMMHOTO OOecreueHusi, B TOM YHCiie
OTIpeJieNIeHUE 3aITyCKaeMbIX KOMIIOHEHTOB, HACTpOMKa
MapaMeTpoB 3amycka KOMIIOHEHTOB, KOHTPOJIb 3a
3aIyCKOM KOMIIOHEHTOB IMPOTrPaMMHOI0 o0ecrevyeHus
OIIC.2 | YmpaBieHne yCTaHOBKOW (MHCTAJUISIINEH ) He Tpedyercs
KOMITOHEHTOB IIPOrPaMMHOT0 00ecTieyeH si, B TOM
YHClie onpeesieHue KOMIIOHEHTOB, MOIIeKAIUX
yCTaHOBKE, HACTpOIKa MapaMeTpOB YCTaHOBKH
KOMITIOHEHTOB, KOHTPOJIb 32 YCTAHOBKON KOMIIOHEHTOB
MIPOrpaMMHOTO O0ecTeueHust
B OIIC.3 | YcraHoBKka (MHCTAUIALMS) TOJIBKO Pa3pPEIICHHOTO K 6 OpraHu3alMOHHbIE MEPBI — TEPUOTUYECKUI
Es WCII0JIb30BAHUIO MPOTPAMMHOT0 0OecrieueHus 1 (Hin) i3 KOHTPOJIb CUCTEMHBIM aJIMUHUCTPATOPOM.
. €ro KOMIOHEHTOB
£
OIIC.4 | YupaBneHue BpeMEeHHbIMU (paiiiaMu, B TOM UHCIIE He Tpedyercs
3arpeT, pazpelieHue, nepeHanpaBieHie 3anicH,
yllajeHre BpeMeHHBIX (ailioB
§ IV. 3amura mammHEBIX HOocuTeneil nugopmaryu (3HN)
=
E( 3HU.1 | Yder MamIMHHBIX HOCHUTENEH HHpOpMaLK + hl Benenue xypnana yuera MHU.
=4
E Juer
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Briraua MHU non pocniuce.

Bb100pOYHBIi 3aMIpeT Ha UCHOJIb30BaHUE
MHU.
Orpannuenrie MHU B Dallas Lock 8-K.

3HU.2

VYnpasiieHue A0CTYIOM K MalllMHHBIM HOCUTEIISM
nHpopmanuu

He Tpedyercs

3HN.3

KonTtpons nepeMenienns MallnHHBIX HOCUTENEH
nH(pOopMaLKH 32 Mpesieibl KOHTPOJIUPYEMOI 30HbI

He Tpedyercs

3HN.4

HckmroueHne BO3MOKHOCTH HCCAaHKIIMOHHUPOBAHHOT'O

03HAKOMJIEHHUS C COJIep>KaHuEM UH(QOpMaIIHH,
XpaHsIIecs Ha MalTMHHBIX HOCUTENSX, U (UJTN)
UCIOJIb30BAHUS HOCUTENEH NH(pOpMALUU B UHBIX
MH(GOPMALMOHHBIX CHCTEMaX

He Tpedyercs

o

B3am. uHB.

3HU.5

KonTtpons ucnons3oBanus HHTEpPEcoB BBOAA
(BBIBO/Ia) MH(OPMAIIMK HA MAIITUHHBIE HOCUTEITH
nHpopMaruu

He TpeOyercs.

3HU.6

KonTtponb BBoa (BBIBOJIA) HHPOPMAILIUK HA
MAaIIMHHBIC HOCUTEH HH(POPMAIIUU

He Tpedyercs

ITonm. u nara

3HIN.7

KoHTpoJb MOAKIIIOYCHHS MAIIIMHHBIX HOCHUTEIICH
nHpopMaruu

He Tpedyercs

3HI.8

YHuuroxenue (cTupanue) uHpopmanuu Ha
MAaITMHHBIX HOCUTEISAX MPHU UX Tepeaade Mex Iy
MOJIb30BATENSIMH, B CTOPOHHHE OpTaHU3aIUH JIJIs
PEMOHTA WJIM YTUIU3AIIMH, a TAKKE KOHTPOJIb

OpraHu3allMOHHbIE MEPhI — COTJIACOBAHUE
00CITy’)KUBaHUS U Nepeauyll HOCUTENEH C
OoTBETCTBEHHBIM 3a 1Ib. OTBETCTBEHHOCTH
COTPYIHHUKOB.

uB. Ne moamn

M3m. |JIuet | Ne mokym.
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YHUUTOKEHHUS (CTUpaHUs)

Texuuueckas peanusanus: DallasLock 8-K.

V. Perucrpanus coOwituii 6ezomacnoctu (PCB)

o

B3am. uHB.

ITonm. u nara

uB. Ne moamn

PCB.1 | Ompenenenue coObITrii 6€30MaCHOCTH, TTOAISKAIIAX Onpenensiercs HacTpoiikaMu IO
PETUCTPAINH, U CPOKOB UX XPAHEHUS + ymourganuto Windows, Dallas Lock 8-K
PCB.2 | Onpenenenue coctaBa u cojiepxkaHus HHGOpMaIUU O Ornpenensercss HACTPOUKAMH MO YMOJTYaHHUIO
COOBITHSIX O€30MMACHOCTH, TIOIJICKANTUX PETUCTPANN N Windows, DallasLock 8-K.
PCB.3 | Cbop, 3anuchk 1 XpaHeHHe HHPOPMAIIUU O COOBITHIX i He menee 6 mecsines. Onpenensercs
0€30MMacHOCTH B TCUCHUH YCTAHOBJICHHOTO BPEMECHH + i nactpoiikamu Windows, DallasLock 8-K .
i
XpaHCHUS
PCb.4 | PearupoBanue Ha cOOU MU perucTpanuu coObITHIA He TpeOyercs
0€30MacHOCTH, B TOM YHUCJIE allapaTHbIe U
MpOorpaMMHBIE OIUOKH, COOM B MEXaHU3Max cOopa
nH(OPMAaLIUU U TOCTIKEHUE TIpe/ielia Win
TepenoTHeHU 00beMa (EMKOCTH) TaMSITH
PCB.5 | MonutopuHr (IpocMOTp, aHAIIU3) PE3YIbTATOB He Tpedyercs
peructpaiuu coobITHI 0€30MaCHOCTH U pearupoBaHKe
Ha HUX
PCB.6 | I'enepupoBaHue BpPeMEHHBIX METOK U (WJIH) He Tpedyercs
CUHXPOHM3AIUS CHCTEMHOTO BPEMEHU B
MH(OPMALIMOHHON CUCTEME
PCB.7 | 3amuta uHpOpMAIHK O COOBITUSAX 0€30MaCHOCTH N Peanuzyercs mo yMOTYaHHIO B 3aIIUIIEHHBIC
kataoru Windows.
Juer
1852-C31 ”
M3m. |JIuet | Ne mokym. IToamnuce Jlata




VI. AutuBupycHas 3amuta (AB3)

AB3.1 | Peanuzauusi aHTUBUPYCHOM 3alIUTHI Texuuueckast peanusanus: Kaspersky
N £ Endpoint Security 10.
Opraiuu3aiMoOHHO — UHCTPYKITUS 10
6e3omnacHoit oopadoTke [1/]H.
AB3.2 | O6HoBneHHE 0a3bl TaHHBIX TPU3HAKOB BPEIOHOCHBIX Texuuueckast peanuzarus: Kaspersky
KOMIIBIOTEPHBIX MTPOrpamMm (BUPYCOB) N Endpoint Security 10.
Opra"u3anoHHO — UHCTPYKITUS 10
6e3omacHoit oopadoTke [1/H.
VII. O6napyxenue Bropxxkernii (COB)
COB.1 | ObnapyxeHue BTOPKCHHM 2 49 Texuuueckast peanuzarus: Kaspersky
gs. 9 Endpoint Security 10.
COB.2 | O6HoByIeHHE 0a3bl PEMIAIOIINX TTPABUI Texuuueckast peanuzanus: Kaspersky
Endpoint Security 10.
VIII. KorTpons (ananu3) 3amumeHnocty nadopmaruu (AH3)
2 N .
E AH3.1 | BriaBnenue, ananu3 ysa3BUMOCTEH HHOOPMAITMOHHON MOHHUTOPUHT aIMUHUCTPATOPOM
g CUCTEMBI U ONEPaTUBHOE YCTPAHEHUE BHOBb nH(pOpPMAaLIMY HAa CaiiTax U PacchUIKaxX
2 BBISIBIICHHBIX YSI3BUMOCTEH 2 49 MIPOU3BOIUTENICH U HE3aBUCUMBIX
921 9°  lycroummxos.
Peanuzanus: Windows Update, o6HoBiieHue
CTOPOHHHUX MPOrPAMM aJIMHUHUCTPATOPOM.
<
B
<
= AH3.2 | KoHTpoab yCTaHOBKH OOHOBIIEHUI MPOrpaMMHOTO N 5 49 [Teproanueckuii KOHTPOJIb U BHITIOTHEHHS
E( obecrnieueHus, BKIIoYasi 0OHOBJICHHE TIPOTPAMMHOTO gs 9 aQIMUHUCTPATOPOM BPYUHYIO, TECTUPOBAHUE
S Juer
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o0ecrieyeHus CPeCTB 3alIUThl HH(OpMAIUU

0OHOBJICHHIA.
Windows Update.

AH3.3 | KoHTpoab paboTOCTIOCOOHOCTH, TapaMeTPOB [Tepuoanueckuii KOHTPOIb
HaCTPOMKU U MPABUIBHOCTH (PYHKITMOHUPOBAHMS 2 a9 pabotocrocobHocTu agMuHuUcTparopom UMb,
MPOrPaMMHOTO 00ECTICUEHHSI U CPEJCTB 3alIUTHI g9s 9 tectupoBanue [10 nepen ycraHoBKo# Ha
nHbopManuu pPabouyIO CUCTEMY.

AH3.4 | KoHTposib cocTaBa TEXHUYECKUX CPEACTB, OpraHu3anOHHbIE MEPHI — €KETHEBHbIN U
MIPOrPaMMHOTO OOECTIEUeHUs U CPEICTB 3allUThI 2 49 MEePUOANYECCKIIT MOHUTOPUHT, IPUHSATHE
nHpopMauu g9s 9 Mep TIPU HECAHKITMOHUPOBAHHBIX

n3MeHeHusax B cocrase 110 u 06opynoBaHus.

AH3.5 | KoHTpoJib paBui reHepaluy U CMEHbI aposei KOHTpOJIb CHCTEMHBIM aIMUHHACTPATOPOM.
MOJIH30BAaTENIEH, 3aBE/ICHUS U YIAJICHUS YUETHBIX
3amucel oJIb30BaTENICH, pean3alny MpaBuil 02,99
pasrpaHUyeHus 10CTYIOM, TOJTHOMOYUI
MoJb30BaTesiel B ”H(MOPMAITMOHHOW CHCTEME

IX. O6ecnieuenne Me0CTHOCTH HHPOPMAIIMOHHON CUCTEMBI U

nHpopmaruu (OLJT)
2 OLJI.1 | KoHTpoJb 1IEI0CTHOCTH POTPaMMHOTO O00eCTIeYeHHUS, KoHTpOJIb CHCTEMHBIM aIMUHUCTPATOPOM.
E BKJIIOUAsi IPOrpaMMHOE 0OecTieyeHHe CPEICTB 3allUThI 6
E nHpopMaruu

OLJL.2 | KoHTpouib 11e10cTHOCTH HHPOpMAIH, Kontpouss ciennanucrom no CKVY/,

cojiepkarieiics B 6a3ax JaHHBIX HHPOPMAIIMOHHON i2 oneparopamu CKVY /1.

CUCTEMBI
g
5 OIJL.3 | ObGecneueHre BO3MOKHOCTH BOCCTAHOBIICHUS i2 BoccranoBienne o0ecrieunBaeTcs HaTuIueM
Et MPOrPaMMHOTO OOecTieueHusl, BKIF0Yasi MpOrpaMMHOE 15 mucTpuOyTuBoB [10 Ha MecTe, pe3epBHBIX

uB. Ne moamn

M3m. |JIuet | Ne mokym.
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o0ecrieyeHne CpeACTB 3aUIUThI HH(OPMAIIHH, TIPU
BO3HUKHOBEHMM HEIITATHBIX CUTyal[ui

KOIIMHA 0a3bl JAaHHBIX

o

B3am. uHB.

ITonm. u nara

OLJL.4 | ObHapyxeHHe U pearupoBaHuE Ha MOCTYIUICHUE B He Tpedyercs
MH()OPMAMOHHYIO CUCTEMY He3aIparnBaeMbIX
AIIEKTPOHHBIX COOOIIEHHH (TIFICEeM, TIOKYMEHTOB) H
WHOU mH(pOpMAIH, HE OTHOCSIIUXCS K
(YHKIIMOHUPOBAHUIO HHPOPMAITMOHHOM CUCTEMBI
(3amuTa OoT criama)
OLJL.5 | KonTpoub coaepxanus nHGpoOpMaIuu, nepeaaBaeMoi He Tpedyercs
n3 VIC (KoHTeTHepHBI, OCHOBAHHBIN Ha CBOICTBAaX
00BbEKTa I0CTYIa, U KOHTCHTHBIN, OCHOBAHHBIN Ha
TIOMCKE 3aNPEIIeHHON K nepeaaye nHPOPMAIIHH C
WCIIOJIb30BAHUEM CHTHATYpP, MACOK U MHBIX METOIOB),
Y UCKJIIOYEHHE HEMTPaBOMEpPHOU nepeaadn
nHpopmanuu u3z MC
OLJI.6 | OrpannyeHue npas MOJIb30BATENIEH MO BBOLY JomkHO oOecriednBaThCs Ha YpOBHE
uHpopmanuy B ”HGOPMALIUOHHYIO CUCTEMY i2 npukiagHoro 1O u mpaB noctyna
¢ynaknuonany [10, OTBETCTBEHHOCTh
10JIb30BaTENIECH
OLUJL.7 | KoHTpoJib TOYHOCTH, MOTHOTHI U MIPABHUILHOCTH i JlomxHO oOecrieunBaThCsl HA YPOBHE
JTAHHBIX, BBOJUMBIX B HH(POPMAIIMOHHYIO CUCTEMY npukinagHoro [10, OTBeTCTBEHHOCTH
0JIb30BaTENCH
OLJL.8 | KoHTposab OmMOOYHBIX JISHCTBHI MOJIb30BaTENICH 10 JomxHo o0ecrieunBaThcs Ha yPOBHE
BBOJy U (WJIK) mepeaaye HHPOpMaIUU U i2 npukiagHoro 10, OTBeTCTBEHHOCTH

MpenynpexeHue mojib30Bareseit 006 oMmMuOOUHBIX
NENCTBUIX

0Jb30BaTeIEN

uB. Ne moamn

M3m. |JIuet | Ne mokym.

IToamnuce
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X. Obecneuenue nocrymnuocta uaopmarmu (OAT)

OAT.1 | Mcnonp3oBaHUE OTKA30yCTONYMBBIX TEXHUUECKUX
CpEnCTB

He Tpedyercs

ONT.2 | Pe3epBupoBaHre TEXHUYECKUX CPEJICTB,
MPOrPaMMHOTO 00ecTieueH s, KAaHAIOB TIepeIaun
nH(pOpMaIIUU, CPEACTB OOECIIeUEHUS

(G YHKIIMOHUPOBAHUS MHPOPMAIIMOHHOM CUCTEMBI

He Tpedyercs

OAT.3 | KoHTpoab 0€30TKa3HOTO (YHKIIMOHUPOBAHUS
TEXHUYECKUX CPEICTB, OOHAPY)KEHHE U JIOKATH3AIIUS
0TKa30B (YHKIIMOHUPOBAHUSL, IPUHATHE MEP T10
BOCCTAHOBJICHHIO OTKA3aBIINX CPEJICTB U UX
TECTUPOBaHUE

He Tpedyercs

OAT.4 | Ilepmognmyeckoe pe3epBHOE KOMMMPOBAHUE
nH(pOpMallUY Ha pe3epBHbIE MATUHHBIE HOCUTEH
nHpopManuu

ExxenHeBHas pe3epBHAst KOMHs 0a3bl TaHHBIX

CKVY /]l B nmepepbiBe Ha 00€1 1 TTOCiIe padOTHI.

o

B3am. uHB.

OAT.5 | ObGecneuyeHre BO3MOKHOCTH BOCCTAHOBIICHUS
MH(POpPMALIUK C PE3EPBHBIX MAIIMHHBIX HOCHUTEIICH
nHpopManuu (pe3epBHBIX KOMUIA) B TCUCHUHN
YCTaHOBJICHHOTO BPEMEHHOTO MHTEpBaJIa

E)KC,I[HeBHaH PE3EPBHAA KOIIUA 0a3ml JaHHBIX

CKVY ]l B nepepbiBe Ha 00€11 1 TTOCIEe padOTHI.

ITonm. u nara

Xl. 3amura cpenst Buptyanuzanuu (3CB)

3CB.1 WNnentuduxaims u ayreHTuGUKAISI CyObEKTOB
J0CTyIa U 00BEKTOB JJOCTYIA B BUPTYAIbHOM
uH(paCTPyKType, B TOM YUCIIE aAMUHUCTPATOPOB
yIpaBIeHUS CPEACTBAMH BUPTyaTU3allun

NCKII

Henpumennmo.

uB. Ne moamn

3CB.2 | VnpaBieHue 10CTylioM CyObEeKTOB JOCTyIa K

NCKII

Henpumenunmo.

M3m. |JIuet | Ne mokym.

IToamnuce

Jlata
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00BEKTaM JIOCTYIa B BUPTYaJbHOU UH(PACTPYKTYpE, B
TOM YHCJIE€ BHYTPH BUPTYaJIbHBIX MALTHH

3CB.3

Perucrpanus coOpIT 6€30M1aCHOCTH B BUPTYaJIbHOM
UHPPACTPYKTYpE

NCKJI

Henpumenunmo.

3CB.4

VYnpasnenue (GpuiabTpanys, MapuIpyTH3aIus,
KOHTPOJIb COEIMHEHM S, OJTHOHAIPABJICHHAs Iepe1ayda)
MOTOKaMH MH(OPMALIUK MEXTy KOMIIOHEHTaMH1
BUPTYaIbHOU HHQPACTPYKTYPBHI, a TAKKE I10
MEpUMETPY BUPTYaIbHOU HH(PACTPYKTYpPHI

NCKIJI

Henpumenunmo.

3CB.5

JloBepeHHas 3arpy3ka CEpBEepOB BUPTYyaln3alllH,
BUPTYaJIbHOM MAaIllWHBI (KOHTEHHEPA), CEPBEPOB
YIPaBJIEHUS BUPTyaIu3auei

NCKIJI

Henpumenumo.

3CB.6

VYnpasieHue nepeMenieHueM BUPTYaTbHBIX MallluH
(koHTelHEepOB) 1 00padaThIBAEMbIX Ha HUX JAHHBIX

NCKIJI

Henpumenunmo.

o

B3am. uHB.

3CB.7

KoHTpoJ1b 11€I0CTHOCTH BUPTYAJIBHOM
UHQPACTPYKTYPHI U €€ KOHPUTyparuit

NCKIJI

Henpumenunmo.

ITonm. u nara

3CB.8

Pe3epBHOE KOMMpOBaHKE TaHHBIX, PE3EPBUPOBAHUE
TEXHUYECKUX CPEJICTB, IPOrPAaMMHOT0 0OecreueHus
BUPTYaJIbHON UH(PPACTPYKTYPHI, a TAK)KE KaHAIOB
CBSI3M BHYTPU BUPTYaIbHOU HHAPACTPYKTYPHI

NCKIJI

Henpumennmo.

3CB.9

Peanuzauus u ynpasieHre aHTUBUPYCHOM 3aILIUTON B
BUPTYaJIbHON UHPPACTPYKTYpE

NCKII

Henpumenumo.

uB. Ne moamn

3CB.10

Paz6uenue BupTyanbHON HHPPaCTPYKTypsl Ha
CerMEHTHI (CerMEeHTHPOBAHNE BUPTYaJIbHOM
UHPACTPYKTYPHI) Ui 00paboTKH HHPOPMALIUU

NCKII

Henpumenunmo.

M3m. |JIuet | Ne mokym.
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OT/IEIIbHBIM TI0JIb30BATENEM U (WJIM) TPYIIION
II0JIb30BATEICH

XII. 3amura Texuuueckux cpeacts (3TC)

3TC.1 |3amura uapopMauu, 00padaTeIBaEMO
TCXHUYCCKUMU CPCACTBAMHU, OT €€ YTCUKU 110
TEXHUYCCKHUM KaHaJlaM

He akryanbHo

3TC.2 | Opranuzanus kKoHTpoaupyemoit 30851 (K3), B
Ipezenax KOTOpoi HOCTOSHHO Pa3MEeIIatoTCst
CTallMOHAPHBIE TEXHUYECKHE CPE/ICTBA,

(YHKIIMOHUPOBAHUS

obOpabaTsiBarole HHHOPMAITUIO, U CPEJICTBA 3AIIUTHI
nH(OPMAIIHH, a TAKKE CPEJICTBA OOSCIICUCHUS

hl

He akTyajibHO

o

B3am. uHB.

ITonm. u nara

3TC.3 | KoHTposib u yrpaBieHrue pU3NIECKUM TOCTYIIOM K

nH(popMaluu, cpeacTBam odecreueHus

COOPYKE€HHUA, B KOTOPBIX OHHU YCTAaHOBJICHEI,

OHH YCTAaHOBJICHBI

TEXHUYCCKUM CpEACTBaM, CPEACTBAM 3alllUThI

(YHKIIMOHUPOBAHMUS, a TAKXKE B IIOMEIICHUS U

UCKITFOYAIOIINE HECAHKIIMOHUPOBAHHBINA (DU3UIECKUI
JOCTYI K cpeAcTBaM 00paboTKu nH(popmaIuy,
Cpe/CTBaM 3alluThl HHPOPMALIUU U CPEIICTBAM
obecrnieueHus PyHKIMOHUPOBAHUS HHPOPMAITUOHHOM
CHCTEMBI U TIOMEIIEHUS U COOPYKEHHSI, B KOTOPBIX

hl

[lepeueHb AOMYIIEHHBIX U OTBETCTBEHHBIX
3a MOMEIIEHUS JIUILL OTIpeAeseTCs
MPUKA30M.

VYder (pu3nuecKkoro J0CTymna BeAeTcs:

- YUeT BbIJIa4M KJIIOUeH;

- yuet noctyna B CKVY/I.

3TC.4 |Pa3memnieHue ycTpoiCTB BbIBOIa (0TOOpakeHUs)

nH(pOpMaIINH, UCKITIOYAIOIIee ee
HECaHKLMOHUPOBAHHBIN IIPOCMOTP

I[OJ'DKHO o0ecreunBaThCS OpraHru3alluOHHO

uB. Ne moamn

W3wm. | JIuct

Ne mokym.
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Jlata
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3TC.5

3amura OT BHEIIHUX BO3JeMCTBUM (BO3AECTBUIM
OKpYKaroIIel cpe/bl, HeCTAaOUIBLHOCTH
AIIEKTPOCHAOKEHHU S, KOHTUIIMOHUPOBAHUS 1 HHBIX
BHEIIHUX (PaKTOPOB)

WBII nyist cepBepa u APM.

XIIl. 3amura nHoOpMaALMOHHOMH CHCTEMBI, €€ CPe/ICTB,
cucTeM cBsI3M U nepeaayu gaHubix (3UC)

3UC.1

Pa3znenenue B uHpopmanimoHHON cucteme QpyHKIMH
10 YIpaBJeHUIO (aIMUHUCTPUPOBAHUIO)
MH(OPMALIMOHHON CUCTEMOM, YIIPaBIEHUIO
(aAMUHUCTPUPOBAHUIO) CHCTEMOM 3aIlIUThI
nHpopmanuu, GyHKIUHA 110 00paboTke HHPOPMAIMH U
MHBIX QYHKIMN HHPOPMAITMOHHON CHCTEMBI

JlomkHo ObITh peanm3oBano B DallasLock 8-
K, Windows, CKVY]]

3UC.2

[IpenoTBpatienue 3aepKK1 WK MPephIBaHUS
BBITIOJIHEHUS TIPOLIECCOB C BBICOKUM MTPHOPUTETOM CO
CTOPOHBI MPOIIECCOB C HU3KUM MTPHUOPUTETOM

He TpeOyercs

o

B3am. uHB.

ITonm. u nara

3UC.3

Ob6ecnieuenue 3anuThl HHPOPMAIIUU OT PACKPHITHS,
MOM(UKAIIIH U HaBSI3bIBAHUS (BBOJIA JIOKHOM
nH(pOopMaIun) pH ee nepeaave (MoAroToBKe K
nepezaye) mo KaHajiaM CBSI3U, HMEIOIIMM BBIXO/T 3
MpeIeITbl KOHTPOJIUPYEMO# 30HBI, B TOM YHUCIIE
0ecrpoBOIHBIM KaHAJIaM CBSI3U

HUCKJI

He xapakrepHo

31UC.4

ObecnieueHre JOBEPEHHbIX KaHala, MApLIPyTa MEXY
aIMHHHCTPATOPOM, TI0JIL30BATEIIEM U CPEIICTBAMU
3auThl MHGopMamu (PyHKIUSAMHE O0€3011aCHOCTH
CPEeZACTB 3alIUThI MH(pOpMaIHH)

He Tpedyercs

uB. Ne moamn

3UC.5

3anpeT HeCAaHKIIMOHUPOBAHHOW ylalleHHOI

HNCKJI

Henpumennmo

M3m. |JIuet | Ne mokym.

IToamnuce

Jlata
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aKTHBAIMK BUACOKaMep, MUKPO(POHOB U MHBIX
nepuepuiHbBIX YCTPOUCTB, KOTOPBIE MOTYT
AKTUBUPOBATHCS YJAJIECHHO, U OIIOBEIICHUE
MOJIb30BaTENeH 00 aKTHBAIIMH TAKMX YCTPOICTB

3UC.6

[lepenauya v KOHTPOJIb LIEIOCTHOCTH aTpUOyTOB
0e30macHOCTH (METOK 0€3011aCHOCTH), CBSI3aHHBIX C
nH(popManueit, mpu ooMeHne uaopmalenn ¢ UHBIMHU
WH(POPMAIIMOHHBIMH CUCTEMaMHU

He Tpedyercs

3UC.7

KoHTpOoJIb CAHKIIMOHUPOBAHHOTO W UCKITFOUECHHUE
HECAHKIIMOHUPOBAHHOTO MCIOJIb30BAHUS TEXHOJIOTHI
MOOMJIBHOTO KOJa, B TOM YHCJI€ PETHCTPAIIUS
COOBITHH, CBSI3aHHBIX C MCIIOJIL30BAHUEM TEXHOJIOT U
MOOMJIBHOTO KOJIa, UX aHAJIU3 ¥ pearupoBaHue HA
HapYIIEHUs, CBA3aHHbBIE C UCIOJb30BAHUEM
TEXHOJIOTHI MOOMJIBHOTO KOJa

He Tpedyercs

o

B3am. uHB.

ITonm. u nara

3UC.8

KoHTposIb CAaHKIIMOHUPOBAHHOTO U UCKITIOYEHHE
HECaHKIMOHUPOBAHHOTO HCIOJIb30BAHUS TEXHOJIOTHI
nepeiauy peuu, B TOM YHCIIe PETUCTpalus COOBITUH,
CBSI3aHHBIX C UCIOJIb30BAHUEM TEXHOJIOTUH TIepeaun
peuu, uX aHalIu3 U pearupoBaHKe Ha HapyILIEHUs,
CBSI3aHHBIE C HCIIOJIb30BAHUEM TEXHOJIOTHI mepeaayn
peun

He TpeOyercs

uB. Ne moamn

31C.9

KOHTpOJ'IL C&HKHHOHHPOB&HHOﬁ U UCKIIFOYCHUC
HecaHKHHOHHpOBaHHOﬁ nepeaaau BI/II[COI/IH(I)OpMaLII/II/I,
B TOM HUCJIC PETUCTpALUA CO6BITI/II71, CBs3aHHBIX C
nepenaqeﬁ BI/I,Z[COI/IHCI)OpMaLII/II/I, HUX aHaJIu3 U
pCarupoBaHNC Ha HAPYIICHHUA, CBA3aHHBIC C

He Tpedyercs

M3m. |JIuet | Ne mokym.

IToamnuce

Jlata
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nepenaveli BuIeonHGOpMaIum

31C.10

[ToarBep:xaeHUE TPOUCXOKICHUS UCTOYHUKA
nH(pOpMAIINH, TIOTy4aeMOH B TIPOIIECCE ONPEACTICHNUS
CETEBBIX aJIPECOB MO CETEBbIM UMEHAM WJIU
OIPEENIEHUS CETEBBIX UMEH I10 CETEBBIM aJpecam

He Tpedyercs

3UC.11

Oo0ecneyeHne NOIMHHOCTHA CETEBBIX COSIUHEHUH
(ceaHCOB B3aMMOJICHCTBHS), B TOM YHUCJIE JUTSI 3aIUTHI
OT TOJIMEHBI CETEBBIX YCTPOMCTB U CEPBUCOB

He Tpedyercs

3UC.12

UckmroueHre BO3MOKHOCTH OTPULIAHUS
MoJib30BaresieM GakTa OTIPaBKU UHPOpMAIIUU
JPyroMy IoJb30BaTeIto

He Tpedyercs

3UC.13

HckimoueHre BO3MOKHOCTHA OTPUTIAHUS
MoJb30BareseM (akTa MmoaydeHuss HHPOpMaIlui OT
JPYroro MoJib30BaTes

He Tpedyercs

o

B3am. uHB.

3UC.14

Hcnonb3oBaHue yCTpOUCTB TEPMUHAIBHOTO JOCTYIIA
U1t 00paboTKM HHGOPMAITHH

He TpeOyercs

ITonm. u nara

3UC.15

3amuTa apxXuBHBIX (DAHIIOB, TAPAMETPOB HACTPOKH
CPEICTB 3alUThl HHGOPMAIIUHU U IPOTrPAMMHOTO
oOecreyeHns U UHBIX TaHHBIX, HE MOJIeKAIINX
HM3MEHEHHUIO B mpoliecce 00paboTKu HHGOPMAITIT

He Tpedyercs

3UC.16

BeisBenue, ananus u OJ10KUpPOBaHKE B
MH(GOPMALIMOHHOM CUCTEME CKPBITHIX KaHAJIOB
nepeaayr MHGOpMaIK B 00X0/] peaTi30BaHHbIX Mep
3alIUThl MH(QOPMAIMK WIIM BHYTPU Pa3pelIeHHbIX
CETEBBIX MPOTOKOJIOB

He Tpedyercs

uB. Ne moamn

M3m. |JIuet | Ne mokym.
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3UC.17

PazOuenne nHPOPMALIMOHHON CUCTEMBI HA CETMEHTBI
(cermeHTHpOBaHKE HHPOPMALIMOHHON CUCTEMBI) U
o0ecrieyeHne 3aluThl IEPUMETPOB CErMEHTOB
MH(GOPMAIIMOHHON CHCTEMBI

He Tpedyercs

3UC.18

ObecrieueHue 3arpy3Ku 1 UCIIOJIHEHUS IPOIPaMMHOTO
o0ecrieyeHHs ¢ MAITMHHBIX HOCUTENEH nHpopManuy,
AOCTYIIHBIX TOJIBKO JJIA UYTCHUS, U KOHTPOJIb
[EIOCTHOCTU IAHHOTO MIPOTPaMMHOT0 00OecTieueHHs

He Tpedyercs

31C.19

N3onsmus nporeccoB (BBIMOIHEHUE TPOrPaMM) B
BbIJIENIEHHOW 00J1aCTH MaMATH

He Tpedyercs

31C.20

3amura 6ecrpoBOJHBIX COSAUHEHNN, IPUMEHSEMBIX B
nH(OPMALIMOHHON CUCTEME

Henpumenunmo.

XIIl. Yopasnenue koHpuryparuein HHGOPMAITMOHHON CHCTEMBI
Y CHCTEMBI 3allIUThI MEPCOHANBHBIX TaHHBIX (YKD)

o

B3am. uHB.

YKo.1

Onpenenenue JIUI, KOTOPbIM pa3pelieHbl AEUCTBHS IO
BHECEHUIO U3MEHEHUN B KOHPUTYpALUIO
MH(OPMALIMOHHON CUCTEMBI U CUCTEMBI 3aIlIUTHI
MePCOHATBHBIX JAaHHBIX

AJMUHUCTPATOP U 00CITy>KHBAIOIINE JHIIA
OTIPENENIAI0TCS IPUKA30M U IOTOBOPaMU

ITonm. u nara

YK®.2

VYnpaienue u3MeHeHUsIMU KOHGUTypaluu
MH(OPMALIMOHHON CUCTEMBI U CHCTEMBI 3aIlIUTHI
MePCOHATBHBIX JTAHHBIX

B dyHkiusx anMuHUCTpaTOpa CUCTEMBI

YK®.3

AHanmm3 NOTEHIMAIBHOTO BO3JICHCTBUS INIAHUPYEMBIX
U3MEHEHHH B KOH(UTrypauu HHGOpPMaIMOHHON
CHCTEMBI U CUCTEMBI 3aIIUThl HEPCOHANBHBIX TaHHBIX
Ha obecrieueHue 3aluThl IePCOHAIBHBIX TaHHBIX U

®OyHkusA AJIMUHUCTPATOPA U JIUIIA,
ob6cmyxuBatoiero CKY/I.

uB. Ne moamn
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COTJIACOBaHME U3MEHEHUH B KOHPHUTypanuu
MH(POPMAIIMOHHOM CUCTEMBI C JIOJDKHOCTHBIM JIUIIOM
(pabOTHHKOM), OTBETCTBEHHBIM 32 0OECIICUCHUE
0€30MaCHOCTH MEPCOHATBHBIX TJAHHBIX

YKo 4

JlokyMeHTHpOBaHNE HHPOPMALINH (JTAHHBIX) 00
M3MEHEHHSIX B KOH(UTYpau nHHOPMAITHOHHON
CUCTEMBI U CHCTEMBI 3aILUTHI IEPCOHATBHBIX TAHHBIX

B yHKuusax axiMuHUCTpaToOpa CUCTEMBI

o

B3am. uHB.

ITonm. u nara

uB. Ne moamn
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Tabnuua B.1 - IlepeueHb akTyanbHBIX YTPO3 U HEUTPATU3YIOUIUX UX MEP

Ipunoxkenue B — IlepedyeHb aKTyaIbHBIX YIPO3 U HEHTPAJIU3YIOIIHMX Mep

ua

HaumenoBanue yrposni

Cermenr

CKY]I

COTJIACHO
IIpuxasy 21
OCTIK

Oprann3aun0nﬂme M€EPLbI

Oco0ennocT

Yrpo3sl yTeuku BUIOBOMN
nHpopmMaluu

Ha

3TC.4,
VIIJL10

TpeboBaHus B MHCTPYKIIMH 110 O€30TIaCHOM
o6padoTke [1/]x

Yrpo3bl, peasinzyemMble B XO€
3arpy3ku OC u HanpaBJIE€HHbIE
Ha!

Bzam. unB. Ne

ITonm. u nara

d3

e [IepexBaT  yIpPaBIICHUS
3arpy3Kou c
H3MEHEHUEM
HE00X0 MO
TEXHOJIOTHYECKOH
nHpopMaruu VTS
nonyuenuss HCJ[ B OC
ncC

VI 17

OFpaHquHI/Ie JA0CTyIa B IIOMCIICHM,
Hckrouenne HeOOHAPYKHUBAEMOTO
JocTyna (oTmevaTbIBaHUe TIOMEIEHUH),
OTBETCTBEHHOCTH pAaOOTHUKOB

APM Omneparopos:
oIneyaTbIBaHUE KOpITyca
[1K, orpanndeHue
MOPSAKA 3arpy3KH,
napois BIOS.

uB. Ne moamn

VYrpo3bl XulleHus,
HECaHKIIMOHHPOBAaHHOM
MOAU(UKAITIN UITH
O710KMpOBaHUS UHPOPMALIUU
3a cueT
HECAHKIIMOHUPOBAHHOTO
JI0CTyNa ¢ IPUMEHECHHEM

W3wm. | JIuct

Ne mokym.
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o

B3am. uHB.

ITonm. u nara

uB. Ne moamn

MIPOrPAMMHO amapaTHBIX U
MIPOrPAMMHBIX CPEJICTB (B TOM
YHCcIIe MPOrpaMMHO
MaTeMaTHICCKHX
BO3/ICHCTBU)
f2 e BHEJPEHHE BUPYCOB AB3 TpebGoBaHUs K aHTUBUPYCHOMY KOHTPOJIIO
Ja B MHCTPYKIUH 110 Oe30macHoi 00paboTke
JU0IL:S
3 e BHEIPEHHE IPYrux AB3 TpeboBanus K aHTUBUPYCHOMY KOHTpOJIIO | OrpaHnyYeHne ¢ TOMOIIBI0
B MHCTPYKIUH 110 O6€30macHOi 00paboTke CPE/ICTB KOHTPOJIS U
BPEJOHOCHBIX TIPOTPaMM, I .
DIz 3aIyCKa MPUIIOKEHUIN
MpeaHa3HauYeHHbIX IS KES
OCYIIIECTBIICHUS HCA
(ITO moxbopa maposei, Na
IO peanu3yronme
U3BECTHBIE  YSI3BHUMOCTH,
T10 TUIS reHepanuu
BHUPYCOB H T.II.)
6 e VYcranoBka IIO, He AB3, TpeOGoBaHMs K aHTUBUPYCHOMY KOHTpOJt0 | OrpaHrudeHre ¢ MOMOIIbIO
OIIC.2, B MHCTPYKITUH 110 O€30macHoi 00paboTke CPEICTB KOHTPOJISI U
TpeOyromerocs TUTSt .
Jla OLJI.1 I[11n 3amycKa MpUI0KEHUI
WCIIOJIHEHUSL CITYKEOHBIX KES
o0s3aHHOCTEH
e HCJl c ucnonb3oBaHueM TpeOGoBaHMs K aHTUBUPYCHOMY KOHTPOJIIO
AB3, OIIC.2 | B uHCTpYKIMHU N0 Oe30macHOi 00paboTKe
MOOHIIBHOTO KoJa
Jla I11u
(javascript, pdf, flash,
html5 u 1.11.)
Juer
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g Yrpo3bl, peain3zyemsble Ipu
MEKCETEBOM B3aUMOICCTBUH
g2 | o VYrpo3sl CKaHUPOBAHUS, VITA.13, Me:xcereBoii FKpaH MexaHu3mbl
COB.1, 0OHapyXeHUsI U
HalIPaBIICHHRIC Ha AH3 6moxupoBku atak KES
BeigBienue tuna OC HC,
CETEBBIX aJpecoB
pabounx cranumii UC, Na
TOTIOJIOTHH CeTH,
OTKPBITBIX ~ TOPTOB M
CI1yx0, OTKPBITBIX
COEJIMHEHUH U JIp.
g3 e Buenpenue JIOJKHOTO VIII.13, MexaHnu3MBbI
NAD.2, OOHapYXECHHS U
o0neKTa Aa 31C.3, omokupoBku aTtak KES
31C.11
g4 e Haps3piBanue  JIOKHOTO VIII.13, MexaHu3MbI
Ta NAD.2, 0OHApYXECHHS U
MaptipyTa 31C.3, omokupoBku aTtak KES
31C.11
g5 e Jlommena  JOBEPEHHOTO VIIA.13, PexxumHbIe Mephl Ha 00BbEKTaX MexaHu3MbI
NAD.2, 0OHapyXeHHsI U
00beKTa Aa 3UC.3, omokupoBku aTtak KES
3U1C.11
99 e Bheapenue 1o  cetu VIII.13, PernamenTtanust Mep aHTUBUPYCHOM [Ipumenenne KES
Ja AB3, COB, 3alllUTHI, 3aIIUTHI OT aTaK
BPEOHOCHBIX MPOTPAMM AH3
h YTpo3bl YHHUTOXKEHUS,
XUIIEHUS anmnapaTHIX
cpeacts MC nyrem
Juer
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M3m. |JIuet | Ne mokym. IToamnuce Jlata 42




($U3MIECKOro 10CTyIa K
anneMmeHnTam MC

o

B3am. uHB.

ITonm. u nara

hl e Kpaxa JJIEMEHTOB, 3HN.1, WHeTpykuus 1o nopsiaky y4uéra, XpaHeHus
3TC.2-3 Y YHUUTOXXEHUS HOCUTENIEH IEPCOHANIbHBIX
CoJIepKaIIUX
TAHHBIX,
obOpabareiBaemyto B MC Tla OnepaTuBHOE OTKIIIOUEHUE y3I1a TIPU
. UHIUCHTE, PacciieqoBanye MHIUACHTA
nHpopmanuo (HoCUTeNeH
nH(pOpMAIIUN)
h2 e Kpaxa KITFOUei " VITA.17, [TepeyeHb OTBETCTBEHHBIX JIHII,
6 HNAD.3, OrpaHudeHue 10CTyIa B MOMEIIEHHUS,
aTpuOyTOB JOCTyIa
PHOYTOB JIOCTYI NAD 4, HckmtoueHne HeoOHapy KUBaeMOTro
la VIII.6 JnocTyna (oTmevyaTbIBaHUE, CUTHATU3AIINS ),
Vuer kmrouent gocryna, OTBETCTBEHHOCTb,
OOyueHue Moap30BaTeNeH,
OnepaTuBHOE OTKIIIOUEHUE y371a MpU
uHIUAeHTe, PaccieoBanye HHIUACHTA
h3 e Kpaxa, YHUYTOXKEHUE, NA®, VIIJI, | IlepeyeHb OTBETCTBEHHBIX JIUII,
PCB, 3HA OrpaHuyeHHe A0CTyNa B MOMENIEHUS,
Mo UK
HckmtoueHre HeoOHapy KUBaeMOTro
uHpopmanuu JOCTyMa, Y4eT KIIo4el 1ocTyna,
Ha OtBercTBeHHOCTH, OOyUeHUe

IMOJIb30BaTelIeH,

OrnepaTUBHOE OTKJIIOUYEHUE y3J1a TIPU
oOHapyxeHuH kpaxu, PaccnenoBanue
MHITUACHTA

uB. Ne moamn

HenpennamepenHsle 1eHCTBUS
10JIb30BaTENCH, HapyIIeHUs
0€30MacHOCTH
¢ynkumonuposanus C3U, a
TaKXe Yrpo3bl
HEAHTPOIIOTEHHOTO U
CTUXMHMHOTO XapakTepa
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i1 VYrpara WIn IlepeueHb OTBETCTBEHHBIX JIHII,
OrpaHudeHue J0CTyIa B IOMEIIECHHUS,
HEecOOIIoJIeHne  TopsaKa U 6
CKJIIOYEHHE HEOOHAPYXUBAEMOT0
JNEUCTBUNA C KIHOYAMH U Aa JIOCTyIa, Y4eT KJIH4Yel 1ocTyna,
5 OtBercTBeHHOCTH, OOyUeHuE
ATpHDYTaMH foctyna I10JIb30BaTEIECH
i2 Henpennamepennas VIIA.2, PernameHTanus nopsiaka BbIIOJIHEHUS PesepBHOE KONIMpOBaHKE
Mo uKAIIS zg):[A, pe3epBHbIX Konuii, HazHauenue CKVY I, xoHTpOIH
.5, OTBETCTBEHHOTI'O JIMIA, BhINIOJIHEHNE COTPYAHUKAMHU
(yHUYTOXKEHHE) Jla OLJL3, Pe3epBHOTO KOMIMPOBAHUS, uHpopmanuu B UC
PCB.3, OTBETCTBEHHOCTb IT0JIb30BaTEICH
nHpopMauu OILL.6-8,
COTPYAHHKaMHU OAT.4-5
i3 HexommeTeHTHEIC OIIC.2, OOGyuenue, TexHu4eckas MoIepKKa U
. OIIC.3, COIPOBOXKIECHNE KOMITIETEHTHBIM
ACHCTBHA Ja PCB.3, HNOAPSAYUKOM (TI0 JOTOBOPY)
aJMUHUCTpaTOpa YK®.3
i4 Henpennamepennoe VIIA.2, OO0yuenue, TexHu4eckas MoIepxKKa u
VI .4, COMPOBOXKIECHNE KOMIIETEHTHBIM
OTKIIIOUCHHE CpeACTB Ha VYIIA.S, HOAPSAYUKOM (TI0 JOTOBOPY)
3aIIUThI OLJL.3
i5 Brixon u3 CTpOst OAT.1, Pernamenranus npo(uiakTu4eckoro E>xenneBHbIE pe3epBHbIC
OLJL.3, 00CITY)KMBaHHUS U €T0 PEryISIPHOE KOTIUU JaHHBIX JJIs
anmnapaTHbIX u
OlT.4 MIPOBEJICHUE, BOCCTaHOBIICHUS He OoJiee
MIPOTrPaMMHBIX CPEACTB Hda E>xeHEeBHBIM KOHTPOJIb COCTOSIHUS 24 yacoB
00opynoBaHuUs,
CBoeBpeMeHHas 3aMeHa 000pyI0BaHU
i6 Hapymenns YCIIOBUH 3HN.8 CobmtoeHne MHCTPYKIMH 110 0€301MacHON
Ja obpaboTtke [1/1n
oOCITy’)KUBaHUs, BKIOYas
Juer
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nepenavy HOCHTEIIEHN
uHpOpMAIUH
i7 Cooit CUCTEMBbI 3TC.5 Opranuzaunonsusie Mepbl. Kontpoas VMBI
Hda
ANEKTPOCHAOKECHUS
Juer
1852-C31
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